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Fig.1 Waveforms of ideal and actual sampled voltages
and corresponding spectra
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Fig.2 Two time-frequency spectrograms of
frequency-shift curve
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Fig.3 Model of watermarking embedding
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Fig.4 Process of watermarking authentication
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Fig.5 Acquisition system of experimental
grid-frequency database
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i BURE H R S 56 {5 B0 BauR ik | B B3 T
N B E B R MR P s .
R,:%xm% (18)

all

RISk 67 T 5 K B Ak s B S R R R s BRI
FUAE 5508 IR 2 B R P b g

AR SO T 4 A 3 1 0 B {8 L R e B
A R AT TR R b T A B
o8 L bR o B A B R T IR TR AR AN B 7 TR
i A R 2 S BB i (R S BB 2
B B B AR Y i e IR ) HA 3 A S FRUE
J7 15 43 J& LSB Bk i i AR (LF ) B8 7 vk LA
J HidedPGP V4.0 Fi T.H . SR J5 F A Johnson $2
HE P RO 4 B T 92 Do TR b A A B RO B B 1 gk
TR A R ZE R 8 Frn . WA 8 Hraf
DL H AR SCHR 0 35 1 20 B0 1 B oA 36 14 £ B
BT 7 2% LA 3 P B8k (4 K HH R B I A BB
PR

Cr )

N

p BB | [ paf R
WU e 1 5] 5 IR

GE

B 7 SEMEEMHTHREEERGHTE
Fig.7 Flowchart of hidden information detection
by fractional Fourier transform
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Integrated dispatch control and anti-misoperation system
based on D5000 platform
LI Gongxin'?,ZHOU Wenjun',LIN Jinghuai*,JIANG Xiubo®
(1. College of Electrical Engineering, Wuhan University, Wuhan 430072, China;
2. Fujian Electric Power Company, Fuzhou 350000, China;
3. College of Electrical Engineering and Automation, Fuzhou University, Fuzhou 350116, China)
Abstract: The application of extension theory in the domain of electric power dispatch control and anti-
misoperation is studied. The essential knowledge base of dispatch control and anti-misoperation is developed
and the intelligent deduction technology based on rhombus-thinking model is proposed for the generation of
operation orders. The publish/subscribe mechanism is adopted to completely share the models,graphics and
data of dispatch control system and the intelligent topology analysis is applied to realize the multi-layer
check service of misoperation prevention. An integrated dispatch control and anti-misoperation system is
developed based on D5000 platform,which,with higher anti-misoperation efficiency,adapts to the line
connection type change,power grid capacity expansion and operation mode change.
Key words: D5000 platform;

topological anti-misoperation

dispatch control integration; extension theory; rhombus-thinking model;
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Data authentication based on frequency watermarking for smart grid
CHEN Sheng',HUANG Qian®,ZHANG Yu’

(1. Jiangsu Electric Power Company,Nanjing 211102, China;2. Jiangsu Taizhou Electric Power Company,

Taizhou 225300, China;3. College of Electrical Engineering,Zhejiang University , Hangzhou 310027, China)
Abstract: According to the features of smart grid communication network,it is proposed to apply the grid
frequency information in the authentication of real-time interactive data to enhance data security. The
frequency watermarking of real-time grid frequency monitoring network is modeled and then embedded in
the transmitting data by the fractional Fourier transform. The received data are authenticated according to
the embedded frequency watermarking for secure data communication. Because the energy of embedded
information is distributed in traditional time-frequency domain,the security is high. Simulations and experiments
demonstrate that the watermarking embedding algorithm based on the fractional Fourier transform has higher
security and resistibility to regular noise attack,low-pass filtering attack and down-sampling attack.

Key words: smart grid; frequency; watermarking; authentication; Fourier transforms; security of data





