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Fig.1 Control structure of cooperative control mode
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Fig.2 Structure of cyber-physical distribution network system
AR5 BT i R A DI RE

b. 7 A&, 78 CPS KA R EE T |
EEE S R WA N RS W7y i< ) N R = 4
W IEAE 23 W38 B AT 55 40 e 4 T A 0K R 1 B 1
%o —RE X EE G AL T CPS X —it
TR O 45 E AR 08 12 i 3 A R 4 1 B als Ak B
fE 1 A5 BAFHBE 1 A3 20 K A #2771

c. WAF M4 A5 CPS i 15 ™ 4% (CPSnet ) Al
CPS J& 3 M (CPS-LAN), CPSnet J& F—1%#Y FEX X
2% I A 2 M 3 CPS A B A T
RN RGEASEAETA RS, 1 CPS-LAN J& T CPSnet
W R IZM 4 T 1 CPS Jm &5 B0 38 15 AR B
TEL, IF A% Z AR b i Jmy 5 4 ) b oco A 7 BV B Ah B
CPS-LAN 130 LU 3 | 2 89 CPSnet ¥ FH 20 A =0t
BV G B A0 DL A 32 4 4 i rhos A8 B
e BRI U B 2 | PR T AR SR AT 6 VR T I H
L RE DM AR DR R T R ) X Y CPS-
LAN,

d. B G AL G 4 R ) e FTEC HL R CPS
L — Oy, e R RO TR A
CPS W) 12, T si B Z153 1 CPS 2% v i 080 | K A
B SR A5 38 Bl Sl AR S — g o SR e 0 S5 IF
HRYE A A 45 R R 65 2, X T H P B3 SR A
A T Ot T BT e R A S AR 7R CPS
o R VR S AR SRR Fe ) R G RO RIS
J3—J7 H BRI CPS #& i HruO 7 T L) CpS /g
E] 2, AT AR BC L N XS 12— A~ CPS i, &
I A7 T AR B0 R R ) DR 285 R I £ L DA R 4 Jey A ol

w0 AR ST A JR) S A I O A S R SR O R A
B A A 2 1 i > LA 4 o BRL AR A5 3 Y
N4,

e. ISR, AL SR R BR AR EC AL M CPS
FTC HL — I R 8 , RIE 9 32 Sl C L 0 LK S, I A
Jr A5 HL 0 SR 2 3 4% XA O3 A AR TR
r/ AT AR 2 5 B R BRI R

3 BLEM CPS thRIEHIZR4

L ) CPS B AR Mok (5 B 8 {5 B AR DL &5k
HEEIT R & S ST AR R gk b n
HAESE TR e A, ME X A BRI
o DA B e A S il 1) 284 i 4 A FL T &R G R E
SERN A B EEAE X, HJE B A T A A R
s ) B 18 R A F 98 T AR A% 0 T T H 4 4
BEXF G (4 43 A7 M DL B A2 2t Al U S X ) B G 4
(R4 i In) AT T R 5T ke = X B A T LA
KW BRI 5 22 A T AR 2 DA R 4% 2 T 22 ) S R
AL S R L, R BERT H Y 45 i 2 4
IR ASRERE 7T 40 T X6 T L ) CPS 94 il 1) RSURSF 52 1)

FeF LR TS S AR SCHEEF R CPS 1) P R 4%
il A ws S 2 2 A A SO AR AR B2 A B R
WAF T LS B G2 0 43 A 2SR R R I A
CPS PR EE — 451k 5 A1 R 0 J2 R Ak 52 42
), DT ) B 56 4% B TC LI CPS 3R] 42 il 484
3.1 BLEEM CPS th[E ¥ &l 0k A&

X FL I b A BT R TR AR A (AN AT 1 TR ) T
&, H A N ] — A = ool (VL E,
AV Hd V={1,2, - N} AT 8 CHTRE IR AL AL )

G ECVXV Al GEFLE) S, T RXf (i) ek
FER A 7 RBMR BT A BTk AR B, e Uk
AABJET AN Ni=ljeV](j,i) ek ;A eR™ Jyill
15 W28 9 AR e B JE B | P i s 2 L F

a;>0  (i,j)eE H i#j
[A Lj: l_j;{\;‘,aﬁ L=
0 HAth

BC L 1) CPS P [7) 42 ] S et ] T LT 7 = e e
BRI .

min F([,,1y)

[St hu(lp,IF)ZO (1)
[S(k+1):As(k)"'gB(me_Pom) (2)
s.t. A'(S)=0

Hop 1 S ECHL I CPS SEBRIz 745 2., AL 46 FE L 1) i)
i FET BE IR AL A H R GUAE B A T AL HL X CPS
TIOR8, AL 45 G A T R A R A T A S R
BOFR—0F 1R 1 2 R DAk pR 0 pREC b A



£ 128 TR A L B 0 £ A B R G ) 4 ) AR R e

B3R F )RR R R A R A e >0 HAE
WS T P A P, 20 R B 2R & 0 T F
A MZ NS T, BeR™ S 0-1 i,
AU RS BB Po— P WO 55 T R YA BE B R
MICEN 1, HA R 0, ma S & 7 5% 0 PR AR
A H T RE IR AL K H AR SR B A o
Frre i, =X (2) AR T A R AE B 3 T LA K o A
KA Y e BIX TR S PATE 2
i s, Rl s, 8 |si(k)—s;(k) | —0, B e 4l ff 4 A~ B3
[ A5 g 20 7 e — 2, I Rl 2 R H AR P,

W A O S R 4 SR AR AL 5 X sk P R A
() BE A 52 B A 208 BE TR ML AL /Y Pr R 8 B | DA 5K
AL H W CPS 2174 B M 4 U M il
3.2 B CPS Lo mimfl 2L

WA A P [ 4 o 56 | B A ST L HL ) CPS 4%
A7 A AR DA o v T SR A ST B VR AL
ZH B BC H I e AT B O 30 ZE R AN 3 TR L IR
AT AE HE A4 X R0 A 0 JE A R S A s o A B
JZ2Z [ Z R R BCS, T SCR T HE T4 i |

[BEHL R CPs F il ] Y
: e 32 TR B
e R )
— U NCRISIRE ek
} ¥
TR TR
L1 95 1
B~ CPS %3
/TR T
NgET L \
| !ﬁﬂ e o mm -
E(', KB |Deik i :
i ) Pl 2 . A
! Pt % ;
)
SR ]

AR

5B

3 EEE M CPS ARG A
Fig.3 Distributed control architecture of cyber-physical

distribution network system

(1) X,

AR ST 2R R BE IR I ) 4 i) 07 3T B
it BN 5 THC H, 190 2 2 1) BT A AT 4R RE DR ML A —
FO s DU R A 23 T R 8L 93 DX O 1R 4% 1T B0 DX B
Pl EAT A B AT 3 PSR KR BT
1 B9 AL X LI CPS il B AR A% rh S B
iy 5 7% e DI A8 1 3 A7 45 ve G T A B /) H R )
SR DI AL SR I 1 4 SR O A A R E B AR 4 18 4R /)
BT, ZMESRCHR M A XA 27k U

3 DX R R LA B D T Ay

a. B2k b 2 A or Bt SCTa] b 9 A 2R AL 5 nT 45
Ay OB BE TR WG 18 A — Ak S B R UL O3 X

b. B2k b3 325 5E TT 5 B2 B A g a1 SR AL B
AR G A OB RE IR, W H R — i 57 B4 050 1X

c. A AR I R — DX b 5 45 22 B T 4 A OB
REVR , 1% X g ] 8 — A L A R AU X

2 181 3 SO0 3 23 14 K 4823 DX, g3 DX R A
2352 TC FiL W IBR 26 TF SR A B o7 AR AL 2 0 | TR I fE
ff 3t IV THC FEL ) 52 975 22748 A e LA AR e A S I

(2) 22 I ) R A 2 Bp FR] 42 71

7S ST RE TR b R4 4 2R 190 4 ol A B A R 22
[] ] A R AH AT AT LA an

a. )2 AU BCHL ) CPS F2 il Fb O AR 46 B H 19 5
R K508 1 S0 530 £ 5 LA R e L I 0 4 Sy ARG AR B 0
AT 4 5 T B RE DRLOIC A i B2 2 o S | A
TR S 2 4% DXl il A L b SRR £ o o i i
L2 R A s (5 R AR B e 2 2% N
W T2 4 A A A I ] R R S8 IR

b. T JZ 8970 A 2T RE IR AL L 2 T R 23 1) kg 40
SrDXER A AT TR — R AEL A3 DX P R RE TR AL A Y H
I CPS Z i REMS S BLME B {5 JF HAA — a2 A
2 Sy FH LA 4 WA P A DX IR0 DX o i TR A 10 0 B iR
Lo TEAS DXHA TR B E U ML ZH AR 8 1o AR B A i
TR A BE AR 4| [ I 3 5 A SR S B IX
AR PO AP, AEARAE 2 UK TR R R i
8] JRE i 4 L 94 ST 1) ) B A % R AU XA T SR TR Y
FA P DR i B 2 4 il Ja T J ik e) N2
3.3 ECEM CPS K5 EEHI SR

BLH M CPS & Ji& BB S AE T SCHRp 4528 5 M L
T ARG L, IF N S I Al Bl Y T s
0 45 A B il B2, e I Bl — 7 42 R BE Y EL K
PR T B AT RGN RE RO B | T i —F i A

MEEEBCH M CPS Wis 1T [ Fei cPs iz
BRE 3RS ik i
CPS 435 2 52 A 404 A1 % |
R (0975 2 i ki e 4 i
7 .
a WIEZ g
B RS 5 A A i o
RGP IR & ki .
777777777 YRR

PR B A0 oy A =X P45

Bt L B S faf B0 X e dE B 4 ERE R CPS £ R 224

I G A AR FE TR L I 32 3 Fig.4 Hierarchy arc?hit.ectu.re
" A ... of cyber-physical distribution

Jic H /2 e DL R/ R network system

M 342w b, T

JO7 B By B Uk 190 5 R 1) S e AR A v BT A A7



0 ® 0 8 & iR B

¥£37%

XF G 3 A B E TP A5 BRI T U 43 4| IF 64T
B

b. B2 L &0 4 (FTU) I
JF 2% 3 % £ (DTU ) | 28 B2 28 3 B 6 (RTU ) 25 fic i, )
s o it 5 ECH SCADA RS MIACH. LI
PR RS B AR PP A 38 DL R A AR D RE
)2 AR B /AT g LA /I R DL R A
2 AT SR DL R R AR AR H R R A
RAEE L AR H I RE ) 52 BT R A% K P 94 (0 AR
KWL,

c. M2, B CPS 43 4m 2U Ur ] 45 il (115 &
38 2 T s A g E AT AL S B AT IR
W WA 8 DL R AT I M AR B R
W 2 e 42 PR BN A% | S R RSN A RN S
PrasprH R & CPS S 9% 5 L =2 1 JL il

d. WIRMRSS )2 AR A% MR BCH N CPS
SRRUEY/BE SRy N =SS B D G =R € L R Bt )
PRI LR AT i) SV b i 2O gk A
WO YE—b ¥ CPS HRRIEAE gk T4 JF
PIIR 55 A% 0 il 0 /45 B i & 485 X 5 A0 40 )2 IR
AT,

e. W HZ, ZZRIE T2 L4 X RTEHE B,
AT S BN P R ) 328 4 2 A A s R T L R A Ak 1
FEETIRE

f. BCAREL W CPS J2, MMM MR TZ  7EE X
T AR 38 15 P LA B B A A O A AT R %2
Al 5 H A4 2 VEAT B 2 1Bk LU SR A 2 1 IR 55 2
Fi, ZZW 5 — I SR HIE 54N CPS B
B R4 R An AL Uil LLE R CPS MU AL Bl A4k
KBWIELR . KA1 CPS T 2= KL CPS 4%
AT it 3 T 0BG 07 FH AR K DL THUZ (CPS )2 ) 6 T BE T3
Y Ry el

4 Hig

BLHL X CPS FEAL S HL ) R Ge i) S L VR S il 7
THEfE BRI SAATTEER S @B E RN
A3 A B RE TR A B 1 R G0 4 R e R P R AT AR BRI
TSR R P N CPS KR SE R TR A
WG ARG b ek T R H <R e
A6 B EEBE FE 2 Tolk 4.07 A Hp [ il 20257 19
B R B KO i & R

AR SCTEBCHL I CPS HE 42 25 ¥4 1) S il I 455
RGO 2 4R — AL R CPS P[] 5 il
P HRAE 245 T ARG i R AT B R R O ik | e 8
ORI R E N o T W R W i - D& S
B faf S5 AT RE S VR R A B R TG CPS )2,
DA E CPS PR A4S B 48— LA K 25 45 [ 1 JF il B 156

HARNR CPS HIRUBEAL S Uy R B i 4 17 2% AF

VB SRy — TR 2% 1 85 B 245 5 R TS ) CPS
R LA ) ARG B 2 182 5 107 0 THT i 35 22 P, A
RBEEDTSERARBIRA  CPS HOR LG TEHL ) R G4
BRHUS B R A 5

SETH .

(1] RS, A, BRI (T]. T E L TR 24k ,2009,29
(34):1-8.

YU Yixin, LUAN Wenpeng. Smart grid and its implementations
[J]. Proceedings of the CSEE,2009,29(34):1-8.

(2] WhEEE bk A, 0T 55 8 A A 05— I — A B a8 A7 4 Tl A

GRMTTHER[T]. AT ARG A B ,2012,36(21):1-6,12.
YAO Jianguo,YANG Shengchun, WANG Ke,et al. Concept and
research framework of smart grid “source-grid-load” interactive
operation and control[J]. Automation of Electric Power Systems,
2012,36(21):1-6,12.

[3] XA, BEJT 2% Em 55, oL RE B AR 40 0 G B g AR B M 3 e
[J). HEBPLT = ,2015,35(14) :3522-3531.

LIU Dong,SHENG Wanxing, WANG Yun,et al. Key technologies
and trends of cyber physical system for power grid[J]. Procee-
dings of the CSEE,2015,35(14):3522-3531.

[4] XIE L,ILIC M D. Module-based modeling of cyber-physical
power systems[C]// International Conference on Distributed Com-
puting Systems Workshops. Beijing,China:IEEE,2008:513-518.

[5] LI G,DU C L,SONG C,et al. Cyber-physical aware model based
on IEC 61850 for advanced power grid[C]//Asia-Pacific Power
and Energy Engineering Conference. Chengdu,China:IEEE,2010:
1-5.

(6] WARHE SO, B i, . W5 B BRL & R ey i 5 A
SHIBTEAELL ()], W RS H S ,2011,35(16):1-8.

ZHAO Junhua,WEN Fushuan,XUE Yusheng,et al. Modeling
analysis and control research framework of cyber physical power
systems [ J ].
(16):1-8.
[7] AMIN S M. Electricity infrastructure security :toward reliable,re-

Automation of Electric Power Systems, 2011 ,35

silient and secure cyber-physical power and energy systems[C]//
Power and Energy Society General Meeting. Providence,RI,USA:
IEEE ,2010:1-5.

[8] MCMILLIN B. Complexities of information security in cyber-
physical power systems[C]//Power Systems Conference and Ex-
position,2009. Seattle, WA ,USA :IEEE,2009:1-2.

[9] MO Y,KIM H J,BRANCIK K,et al. Cyber-physical security of
a smart grid infrastructure[ J ]. Proceedings of the IEEE 2011,
100(1):195-209.

[10] ZONOUZ S,DAVIS C M,DAVIS K R,et al. SOCCA:a security-
oriented cyber-physical contingency analysis in power infra-
structures|J]. IEEE Transactions on Smart Grid,2014,5(1):3-13.

[11] WS SCRRHe i 4 AR, 55, FL T R GE i (s 18 ) 32 & KU 1%
FEOLEI[J]. RN 2015,39(11) :3072-3079.

YE Xiaming, WEN Fushuan,SHANG Jincheng,et al. Propagation
mechanism of cyber physical security risks in power systems
[J]. Power System Technology,2015,39(11):3072-3079.

[12] LIU Y,XIN H,QU Z,et al. An attack-resilient cooperative
control strategy of multiple distributed generators in distribution
networks [J ]. IEEE Transactions on Smart Grid,2016,7(6):
2923-2932.

[13] ALLEN J D,LIU X,LOZANO I,et al. A cyber-physical ap-

proach to a wide-area actionable system for the power grid[C]//



£ 128 TR, A L B 0 £ S A B R G ) 4 ) AR R 0

Military Communications Conference. Orlando,FL,USA:IEEE,
2012:1-6.

[14] EFC mEBA, B & 5T 8k B ) By R

Guith 5 M) L TR PP [, R AL TR 2441, 2016,36/(6) -
1490-1499.
WANG Yufei,GAO Kunlun,ZHAO Ting,et al. Assessing the
harmfulness of cascading failures across space in electric cyber-
physical system based on improved attack graph[J]. Proceedings
of the CSEE,2016,36(6):1490-1499.

[15] PALENSKY P,WIDL E,ELSHEIKH A. Simulating cyber-physi-
cal energy systems:challenges,tools and methods[J]. IEEE Tran-
sactions on Systems Man & Cybernetics Systems,2013,44(3):
318-326.

[16] WAN Y,CAO J,ZHANG S,et al. An integrated cyber-physical
simulation environment for smart grid applications[J]. Tsinghua
Science and Technology,2014,19(2):133-143.

(170 BEne w3, B, 45, 5 W B ) R G Rl & IO 45 0 L 25
K JEER]]. IMELAR [ 2012,36(12):100-105.

SHENG Chengyu,GAO Haixiang, CHEN Ying,et al. Summary
and prospect of cyber physical power system simulation [J].
Power System Technology,2012,36(12):100-105.

[18] LEE E A. Cyber physical systems:design challenges[C]//2008

11th IEEE International Symposium on Object Oriented Real-

time Distributed Computing (ISORC). Orlando,FL,USAIEEE,

2008 :363-369.

HO P, AR SO AF . DU AE P 190 3 B Y5 L IGE ) . A AR

SHWIRAESL )], B RS H 1k ,2014,38(15) :1-11.

DONG Zhaoyang,ZHAO Junhua,WEN Fushuan,et al. From

smart grid to energy internet:basic concept and research

—
—_
N=)

[}

framework [J ]. Automation of Electric Power Systems,2014,38

(15):1-11.

XIN H,QU Z,SEUSS J,et al. A self-organizing strategy for

power flow control of photovoltaic generators in a distribution

network[J ]. IEEE Transactions on Power Systems,2011,26(3):

1462-1473.

[21] XIN H,LU Z,LIU Y,et al. A center-free control strategy for
the coordination of multiple photovoltaic generators[J]. IEEE
Transactions on Smart Grid,2014,5(3):1262-12609.

[22] YANG S,TAN S,XU J X. Consensus based approach for eco-
nomic dispatch problem in a smart grid[J]. IEEE Transactions
on Power Systems,2013,28(4):4416-4426.

[23] YANG Z,XIANG J,LI Y. Distributed consensus based supply-

demand balance algorithm for economic dispatch problem in a

[20

[}

smart grid with switching graph[J]. IEEE Transactions on In-
dustrial Electronics,2017,64(2):1600-1610.

[24] ZHANG Z,CHOW M Y. Convergence analysis of the incre-
mental cost consensus algorithm under different communication
network topologies in a smart grid[J]. IEEE Transactions on
Power Systems,2012,27(4):1761-1768.

[25] TAN Y,GODDARD S,PEREZ L C. A prototype architecture

for cyber-physical systems[J]. Acm Sighed Review,2008,5(1):

1-2.

ViR IE KRR SE. (5 B HRL S R n Rt 2R o

PRI J]. RPN, 2013,33(H T 2) :1-5,45.

XU Shaolun,YAN Zheng,ZHANG Liang,et al. Cyber physical

system: features , architecture ,and research challenges[]J]. Journal

of Computer Applications,2013,33(Supplement 2):1-5,45.

[27] WM, G708 SRR, —FE B - S REE RG]
TR 5 K T’ ,2010,47 (34T 2) . 312-316.

TAN Pengliu,SHU Jian,WU Zhenhua. An architecture for cy-

[26

[t}

ber-physical systems[J]. Journal of Computer Research and

Development,2010,47 (Supplement 2):312-316.

BT 4, £ /NS B 9%, CPS 7R R Ak it ()], HHFHLRL:

2011,38(5):295-300.

CHEN Lina, WANG Xiaole,DENG Su. Cyber-phtsical system

architecture design[J]. Computer Science,2011,38(5):295-300.

[29] LA H J,KIM S D. A service-based approach to designing cy-
ber physical systems[C]//2010 TEEE/ACIS 9th International
Conference on Computer and Information Science (ICIS). Yama-
gata,Japan:IEEE ;2010 :895-900.

[30] YU C,JING S,LI X. An architecture of cyber physical system
based on service[C]//International Conference on Computer Scien-
ce & Service System. Nanjing,China:IEEE,2012:1409-1412.

[31] WANG E K,YE Y,XU X,et al. Security issues and challenges
for cyber physical system[C]//Green Computing and Commu-
nications. Hangzhou,China:IEEE,2011.733-738.

[32] E/NAR RTS8 0k, 45 — R0 1) R 95 19 CPS R RAESL[] ).
THAPLBISE 5 & & ,2010,47 (3 1) 2) :299-303.

WANG Xiaole,CHEN Lina,HUANG Hongbin,et al. A service-

oriented architecture framwork of cyber-physical systems[]].

[28

—

Journal of Computer Research and Development,2010,47 (Sup-
plement 2):299-303.

HU L,XIE N,KUANG Z,et al. Review of cyber-physical sys-
tem architecture[C]//IEEE International Symposium on Object/

[33

—

component/service-oriented ~ Real-time  Distributed  Computing
Workshops. Shenzhen,China:IEEE,2012:25-30.
[34] KOUBAA A ,ANDERSSON B. A vision of cyber-physical inter-
net[C] //8th International Workshop on Real-time Networks.
[S.I.].IEEE,2009:1-6.
B SCESE A S BT CPS ALK R LSt B R
PR [T). W1 RS H 301k ,2010,34(16):1-7.
ZHAO Junhua,WEN Fushuan,XUE Yusheng,et al. Cyber

physical power systems:architecture,implementation techniques

[35

—

and challenges[J]. Automation of Electric Power Systems,2010,
34(16):1-7.

XD, et B W CPS 1A & 48 S L o w5 (J]. W
J1 A B4 ,2012,32(5) :34-37.

LIU Hanyu,MU Longhua. Architecture of microgrid CPS and
research of its physical side[J]. Electric Power Automation
Equipment,2012,32(5),34-37.

XUAR MR M, B B, 55, 2 B0 A I 1 3 2% R A B 5 P
PEdl ()], PR LT REA2 4, 2014,34(31) :5500-5506.

LIU Dong,CHEN Yunhui,HUANG Yuhui,et al. Hierarchical
energy management and coordination control of active distribu-
tion network [J]. Proceedings of the CSEE,2014,34(31):5500-
5506.

—
(9%]
(o)}

[t}

—
(98]
2

[

EER N,

FREB(1992—), 8,7 BaTA MAE
RRAE R F @A ZHE ARG b R 5
A KB 424 b 45 B 4 22 A % (E-mail ;
li_peikai@zju.edu.cn) ;

¥ F(1992—), B, drim sk M A AR
L BIRF B A ZHEA WL b R 5 A X
B 42 %) (E-mail : 21410181@zju.edu.cn) ;

FHHE (1981 —), B T mFE S A K

FRE
ROWMEFARAEFH WL EBE4EF AR T@OHXALRZ
GABEBIEH E£HEME e W5 A X R 46 5
(E-mail : xinhh@zju.edu.cn) .

(T#% 15 W continued on page 15)



£ 128 e A R TR sl 2 P AR A S B S 00 2 L S A D £ e ok A 0k @

Hierarchical classification PLC routing algorithm combinating static relay with
dynamic relay in medium voltage distribution network
WANG Yan,XUE Chen,JIAO Yanjun

(School of Electrical and Electronic Engineering,North China Electric Power University , Baoding 071003, China)
Abstract: In order to meet the high reliability and high real-time requirement of data transmission in
medium voltage distribution network automation system, PLC (Power Line Communication) technology needs
flexible and reliable network routing algorithm. Based on the analysis of structure characteristics of medium
voltage distribution network,a hierarchical classification PLC routing algorithm combinating static relay with
dynamic relay is proposed. According to the topology of medium voltage distribution network,the PLC network
is divided into three levels by static relay method,which can ensure the overall logical structure of the
communication network conforming to the physical structure of the distribution network,and accelerate the
networking process. An improved hierarchical search algorithm is used in each level to ensure the flexibility
and reliability of networking. Simulative results show that the proposed algorithm can adapt to the network
structure and the channel environment,and the routing optimization process takes the link quality and relay
load balance into account. The proposed algorithm has low computational complexity and fast networking
speed. By adjusting the weight parameters of the algorithm,it can meet the networking’s different
requirements of reliability and real-time.
Key words: smart grid; medium voltage distribution network; power line communication; routing algorithm;

channel quality; load balancing
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Discussion on cooperative control architecture of cyber-physical
distribution network system
LI Peikai',CAO Yong',XIN Huanhai',DAI Pan®
(1. College of Electrical Engineering,Zhejiang University ,Hangzhou 310027, China;

2. State Grid Zhejiang Electric Power Corporation Economic Research Institute, Hangzhou 310000, China)
Abstract: With the organic integration and coordination of computing,communication and control tech-
nologies , CPS(Cyber-Physical System) has contributed to the change of power system operation mode and
provided a new approach for its intelligent construction. As an important component of cyber-physical power
system,the cyber-physical distribution network system must have the functions of real-time control and
optimized dispatch when large-scaled distributed new energy resources are connected to the distribution
network in the future. On this background,the control architecture of cyber-physical distribution network
system is studied. Considering the components and key functions of CPS,the frame structure of cyber-physical
distribution network system is designed including the active distribution network and micro-grid technologies.
On this basis,aiming at the multi-level and distributed-coupled cooperative control strategy of cyber-physical
distribution network system,a complete cooperative control architecture of cyber-physical distribution network
system is built,including the distributed physical architecture with sensing,computation technologies and
controlled objects and the hierarchy abstract architecture with the internal unity and external
interconnectivity.

Key words: cyber-physical system; cyber-physical distribution network system; control architecture;
cooperative control; distributed mode



