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Sparse false data injection attacks based on data driven
TIAN Jiwei, WANG Buhong,SHANG Fute,LIU Shuaiqi
(Information and Navigation College,Air Force Engineering University,Xi’an 710077, China)

Abstract. A sparse false data injection attack strategy based on data driven is proposed. The attack strategy
is divided into three stages:in the first stage,intercepted data are preprocessed based on sparsity optimization
techniques to eliminate the outliers;in the second stage,the incomplete system information matrix is deduced
by parallel factor decomposition algorithm;in the third stage,the sparse attack vectors are solved by convex
optimization method based on the system matrix. Results of simulation tests verify that traditional attack
strategy can’t be implemented successfully with outliers,while the proposed strategy can still implement the
sparse false data injection attack successfully.

Key words: false data injection; data driven; sparsity optimization;

parallel factor analysis; convex

optimization; state estimation



