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Fig.1 Simplified model of substation automation system
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Fig.2 Faults and corresponding scenarios

of cyber components
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Table 1 Reliability data for individual cyber components
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Table 2 Probability of individual cyber component
in normal and abnormal operation states
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Table 3 Calculative results of interface matrix
for transmission line A
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a HiHLZ A 0.996 957 511
b ARG 0.000 033 384
c HidZk A BB 0.003 009 105
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Table 4 Calculative results of interface matrix for bus B
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Table 5 Calculative results of interface matrix for
main transformer C
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Table 6 Reliability data of main equipments
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Table 7 Cyber-physical interface matrix of system
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Restoration subsystem division based on integer linear programming
and comprehensive evaluation of dividing schemes
ZHOU Guangqi',GU Xueping' ,MA Shiying”, TANG Xiaojun®,XIE Yan®,LI Shaoyan'
(1. School of Electrical & Electronic Engineering, North China Electric Power University , Baoding 071003, China;
2. State Key Laboratory of Power Grid Safety and Energy Conservation,
China Electric Power Research Institute , Beijing 100192, China)
Abstract ; If there are several black-start units in the system after blackout,a reasonable subsystem division scheme
will help sub-systems be restored in parallel and shorten the restoration time. An integer linear programming model
for subsystem division is established , which takes the minimize number of tie lines between sub-systems as its objec-
tive. The “cut” constraint is constructed and the high-efficiency solver CPLEX is adopted to solve the model several
times for obtaining abundant schemes. The evaluation index set of subsystem division schemes is set up,and the varia-
tion coefficient method is used to comprehensively evaluate and sort the schemes. The concept of swing node is intro-
duced to pre-process the model for reducing the size of decision space. The subsystem division results of New Eng-
land 10-machine 39-bus system and IEEE 118-bus power system verify the effectiveness of the proposed model and
method.
Key words: power system restoration ; restoration subsystem division ;integer linear programming;swing node ; electric
power systems
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Reliability analysis of IEC61850 substation automation system

based on cyber-physical interface matrix
LI Yong' ,CHEN Yu',CAI Ye*,CAO Yijia', WEN Ming’
(1. School of Electrical and Information Engineering, Hunan University , Changsha 410082, China;
2. Hunan Province Collaborative Innovation Center of Clean Energy and Smart Grid,
Changsha University of Science & Technology , Changsha 410014, China;
3. Economic Research Institute of State Grid Hunan Electric Power Company , Changsha 410004 , China)

Abstract; With the deepening interaction between communication control network and physical device network in
power system, the comprehensive reliability of the cyber-physical-based substation automation system needs to be
studied urgently. The actual TEC61850 substation automation system is taken as an example, whose cyber-physical
integrated framework is established based on the main wiring of substation. The influences of the cyber protection
components on the main physical equipment are classified,and the cyber-physical interface matrix is proposed to re-
present the probabilities of fault propagation categories. The reliability analysis method of substation automation sys-
tem is put forward considering the influence of cyber layer. And the reliability of an actual substation is calculated to
verify the correctness of the proposed method. The reliability indexes are further analyzed with an example,and re-
sults show that the fault in cyber layer will obviously increase the power loss of the whole system,while it has rela-
tively smaller influence on the risk of cascading fault. Finally,the sensitivity analysis of information transmission de-
lay is implemented,which shows that the changing magnitude of expected demand not supplied increases
significantly with the increase of the transmission delay rate of process bus.

Key words : cyber-physical system ; IEC61850 ;substation automation system ; Monte Carlo method ; cyber-physical in-

terface matrix ;reliability analysis
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AL WK JEOBENITESER
Table Al Calculative results of interface matrix for transmission line J

Y b RAMER
a ALk ) 0.996957511
b BANRG 0.000033384
c W E 2k J AIRRLR | 0.003009105

*® A2 B | EOBEMITEER

Table A2 Calculative results of interface matrix for bus |

Wit b AN
a BRR | 0.996911991
b ARG 0.003009105

BEZ 1L k) 0.000015173

c B2, FEESREC 0.000015173
B2, FAESRD 0.000015173

BRI, FBERE 0.000015173

B2 1 ). FAERC 1.38564396™"°

REZR I, gk 0. EAER D 1.38564396

d BEER 1L Bk ). TR E 1.38564396
REZZ 1 RS C. FAER D 1.38564396™"°

BEZE I, AR C. FAERE 1.38564396

BEZE |, AR D FRERE 1.38564396™

BELE 1 Sk ). RIS C. EWERD 351492326

. REZR I, gk ). FLERC. FAESBE 351492326
BEZR I Mgk 0. EABEAE D, ELEMRE 351492326

B2, FAER C. EAER D, FAERE 351492326

f o gk AL BB, FTERC, FEERD. EWEBRE  1.82105929°

Fz A3 B FIEOBEETESER

Table A3 Calculative results of interface matrix for bus F

755 B RAMEER
a B2k F 0.996957511
b BANRG 0.000033384
c BIZE F. BAER C 0.003009105

F= A4 B2 G EOFEMMITELSR
Table A4 Calculative results of interface matrix for bus G

Wit i e RAME
a BEZE G 0.996957511
b BARG 0.000033384
C B4 G ML ERE D 0.003009105

*® A5 Bk HEOEMNITELSR

Table A5 Calculative results of interface matrix for bus H

W W RAMER
a BE2k H 0.996957511
b BANRG 0.000033384
c BRR H AR AR 2% E 0.003009105




F A6 ETESS D EOKEMEMITESLS
Table A6 Calculative results of interface matrix for main transformer D

Wit Wb RAME
a FAESD 0.996927164
b ARG 0.003009105

B2k B, FAEE D 1.51734070°°

¢ FAH D, B G 1.51734070°°
TAFESE D, BHZ | 1.51734070°°

Rp2k B, FAHA D, BHEG 2.30941925%°

d L B, EAELE D, B 2.30941925™%°
TS DL BRZR L BEE G 2.30941925%°

e BE2E B, TS D, BHEF. BRZR 1.82100387°

T AT ETES EZOBGMNITESER
Table A7 Calculative results of interface matrix for main transformer E

ks e KA

a TAESRE 0.996927164
b ARG 0.003009105
Bp2E B, TR E 1.51734070°°

¢ TR E, B H 1.51734070°°
FAS RS B B 1.51734070°°

BR B, BRI E. BHRF 2.30941925™

d B B, FHEHE. BHLE 2.30941925™%°
FAEA E. BEE 1L R H 2.30941925"

e BH2E B, EAES E. BFE H. BHZR 1.821003877°
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