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three configuration schemes
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Key management method of smart meter based on blockchain and
K-means algorithm
ZHAI Feng'*,YANG Ting',CAO Yongfeng’,LI Shuangquan’
(1. Key Laboratory of Smart Grid of Ministry of Education,Tianjin University, Tianjin 300072, China;
2. Institute of Metrology,China Electric Power Research Institute, Beijing 100192, China;
3. Hexing Electrical Co.,Ltd.,Hangzhou 310011, China)

Abstract: With the development of power internet of things, the advanced metering infrastructure of power
systems has gradually formed a “cloud-edge-end” three-tier architecture consisting of many intelligent meters,
edge computing devices and cloud master stations. In this context, the traditional centralized smart meter
key management mechanism has the problems of high dependence on the master station, poor key storage
efficiency and slow response speed. Therefore,a distributed key management method of smart meter is pro-
posed based on blockchain and K-means algorithm. Considering that the number of block nodes in the pro-
cess of building a traditional blockchain has a great impact on the timeliness of building a chain,and the
problem of limited communication and transmission resources of nodes is not considered,firstly,the K-means
algorithm is used to cluster the smart meters by spatial distribution. The central point algorithm is used to
determine the location of edge computing devices,so as to reduce the blockchain size. Then,the on-demand
transmission mechanism that takes into account the communication bandwidth of smart meters is proposed.
The transmission path in the blockchain node is planned with the goal of minimizing the load balance of
edge computing devices,so as to improve the transmission timeliness. Finally,the example results of smart
meter key management based on the Hyperledger Fabric platform show that, compared with the traditional
blockchain building algorithm without considering the node size and channel bandwidth, when the number
of blockchain nodes increases,the chain building time growth rate of the proposed algorithm is reduced by
more than 8.18 % , while the load balance growth rate is reduced by more than 42.16 %. The proposed
smart meter key management method has faster chain building speed and better network performance,so it
has better feasibility.

Key words: smart meter; key management; blockchain; K-means algorithm; power internet of things;load ba-

lance



