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Identification method of power service packet attacks based on service logic
WANG Haixiang',ZHU Chaoyang', WANG Yu’,ZHANG Ruiwen’®,LI Jun’e®,LI Jiyuan’, YING Huan'
(1. Information & Communication Department,China Electric Power Research Institute,Beijing 100192, China;
2. Key Laboratory of Aerospace Information Security and Trusted Computing,Ministry of Education,
School of Cyber Science and Engineering, Wuhan University, Wuhan 430072, China;
3. State Grid Zhejiang Electric Power Research Institute,Hangzhou 310014, China)
Abstract: The PSPAs(Power Service Packet Attacks) of power grid measurement and control terminals are
easy to cause misoperation of primary electric equipment,thus causing electric power accidents. PSPAs usually
achieve the attack purpose by interfering the normal service logic. Existing attack identification methods do
not take service logic into account and have poor effectiveness. Therefore,an identification method of
PSPAs based on service logic is proposed. The state chain of power service logic, blacklist and whitelist
are defined. The misuse detection method and anomaly detection method are combined to evaluate the
threat degree of power service based on the service logic blacklist and whitelist. Considering the time risk
and service importance of power grid,the threat degree is corrected,and the effective and accurate identifi-
cation of PSPAs is realized by comparing the service threat degree and the security threshold. The architecture
of an attack identification system based on the proposed method is presented, and the system is tested to
verify the effectiveness of the proposed method.
Key words: power service packet attacks;identification method of attacks;service logic; state chainj power

grid measurement and control terminals
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Mechanical fault sound diagnosis based on GFCC and random forest

optimized by whale algorithm for dry type transformer
GENG Qishen',WANG Fenghua®,JIN Xiao’
(1. College of Electrical Engineering,Shanghai University of Electric Power,Shanghai 200090, China;
2. Department of Electrical Engineering,Shanghai Jiao Tong University , Shanghai 200240, China;

3. School of Electronic and Electrical Engineering, Shanghai University of Engineering Science,Shanghai 201620, China)
Abstract: To effectively extract the mechanical condition information of power transformer and then identify
the mechanical faults via acoustic signals,a mechanical fault sound diagnosis method based on GFCC(Gam-
matone Filter Cepstral Coefficient) and random forest optimized by whale algorithm for transformer is pro-
posed according to the excellent sound recognition ability of human auditory system. Firstly,the GFCCs of
transformer acoustic signal are calculated, and the information entropy is introduced to extract the main
acoustic feature information in GFCC. Then the whale algorithm is used to optimize the scale and feature
subset of decision tree-based classifier in random forest and the classification model of typical mechanical
fault based on optimized random forest is constructed. The calculative results of acoustic signals of a 10 kV
dry-type transformer under normal condition and typical mechanical faults show that the typical mechanical
fault model of transformer based on GFCC main characteristic parameters and random forest optimized by
whale algorithm has better recognition ability with high accuracy of more than 95 % ,and has excellent anti-
noise performance and robustness.

Key words: power transformers;sound signal;fault diagnosis; Gammatone filter cepstral coefficient;information

entropy ; whale algorithm ;random forest
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