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Fig.1 Overall process of proposed identification method

1.2.1 b Mk 5538 4R S 4 09 RIS

AR SR PR 25 A i H M 55 12 5, f 46l
55 RS BRI 7 B AR A 18 2 f s, Ho
B TR

(1) B 55 518 BV 2 TP (Y data 7 B, T4
R ERAS Ty B 24 KA )& M FCDA (Functionally Cons-
trained Data Attribute ) 0 [ {E o 7F FL 9 Ho AT DL 2L it
I IRAR 5 B PR AN SRR/ B E

()55 ik« BV 2 B8 pos B, F Ffiid—
A FCDA TR o 78 L v ] g Sk 0 1) 38019
FRIZ RS 44 5 18 SE PR T rp n] PR O — AN Y
LR TR

(3) Z i {5 5 Mtk 7 41 - BPE 2 T Y pos_seq =
[ pos,, pos,, *++, pos,|" F B , TEA SCp H A T4 ik —
A A EGE S E S bR .

(4) Z &S5 5 )7 %) . BV E 2 d 1Y status =
[ data,, data,, +--, data,|" 7Bt , ZE A 3O H HH F i ik

item_seq_list

iy NARASEE ) item_sequence

control_block;, —I_, Chiln AR ) pos_seq

control_block, pos_sequence _]—» pos,

control block, | - |status sequence [ (g5 /sl S )

control_block, oS,

: poS;

status; status, status;
data, data, data,

data, data, data,
data, data, data,
next next next
2 REERNEIBLEN

Fig.2 Data structure of state chain




5 8 A

U, G5 Tl 5532 0 e ol 5 S R T ik 19

— B AR S EF A . AR R R]
fift S Z2 AT L B B AT SRR/ AL

(5)#(75%4}3@ : /"TEX%? Node = { status, pos_seq% s
H1 2 GRS P A 2 G5 5 sk e 9 4, 1T
A — R AR

(6 VIRZSBIE - KA A — 2 i BOR & v g 5
MBS T R AR TR T LU
— I B A TT IR  — A S s A R
&/ R R AU — R B A E A K AR B

( 7 ) %#&f?ﬁﬂ : /"\HE 3( ﬂil status_seq = { status_value,
pos_seq% ,,E\'# status_value=[statusl,statusz, o ,statusn] ,
1A BRA™ pos_seq AH ] ARPIRZS 1 R S HE 4 A, H]
TAE— R PORS BRI . AER R
A LLHL R — T R AR Z R  — R /
HLTIE R AR U I R
122 2924 fay LM

AR SOR JH 48 B A X S E e e P RS
FPA, B A R B S W S A TR AL, TR
2 B S A LLARZS TR 91 (8 548 2 7R AN ] B0, H
A BR AT HZ 2PER RS TS, R R A
CAN L RS F 1

B4 e L U= U, .,

Uh/poa,scq”} ’ /ﬁ\: EF‘ Ub/pos,scm = %status_seql , status_seq,, **,

status_seq”} 7‘7 Fﬁ‘ﬁ ﬁ{i Jiss %ﬁ: pos_seq = pos_seq, EK] AN
FEIREFIES .
B 048 HE XA U, = U e Ui

Usporseq,) + FEH U g, = Istatus_seq,, status_seqs, -+,

status_seqn% ﬂi] Fﬁﬁ{% /@ %?ﬁ: pos_seq = pos_seq, E/‘]/a\
RS FPIES
1.3 FANBRZSEREHE

AR N 55412 SCRY I HTJZ A 2 B I — RS
TR I AR S HE S A 15 B 2 1R F )
status_seq,,, , SR A LU .

(1) DR, W 55 41 SCRY N JZE A2 v 4 B —
W(?Q.S_'ﬁljj\ Node,, = % statusmw,pos_seqmm} ,,H‘EF‘ status,, =
[ data,, data,, ---, data,]"s

(2) MRS T 15 Node,,,, 1Y pos_seq,,,, $8. 2 H:
Xﬂ' @ EI/‘J ﬁ ﬂl:'J ﬁ% ’U( ?S J? ﬁ'J status_seq = { status_value,
pos_seq | , Bl /& 2514 pos_seq = pos_seq,,, IR F
H1), Horp status_value = status , status,, *++, status, _, ]o

(3)HI BT status, /& 75 56 T status,,, , 7 FHSE, W SR
ARG B0, B IR (4)

(4)%% status,,, BE A status_seq ', 15 2] 4 7k &
JA? @J status_seq,,, = {status_valuqm s pos_seqmw} s ,H\ ':F‘

) U])/pns_seqz’ T

status_value,,, = [ status,, status,, -, statusu] o

h T RIS, R SCH S' 3R status_value,,, , H
PRI pos_seq,,, o

14 BRZBRNALE

TEARHE A — D U A AR 2 JR S
PP AT MR AL PRV I, B AR AN T«

(D AR P 200 N7 1Y B 44 RN 46 U, =
%status_seth, status_seq , ***, status_seq,,} o

(2) % status,,, WIMBIZAERE S, = [ status, .,
status, ., **+, status, ol e, Hodon, BRI IR BUE R O,
2G5 Sy =[status, ,,, status, .,, ***, status, .,

status,,, |o

(3) WLy s 7y R 2% B0 D 4 v %) i A7 R0
EIJXUL? Vstatus_seqbl =%status_valueb,, pos_seqb}e U,ps
H o status_value, =[ status, status,, -+-, status, |, P
n,>n—n, Hi#t, MAKEE ) ;45 n, >n—n, Hi=t, N
VLRI, i FREE I 5 ny <n—n, R (4) 15
W], 520 58(5) .

(D PRE S, PRSI0, B S), = [ status, _, .|,
status, _, .,, ***, status,,, | SRIER n—n, B Mn, BNSY, =
[ status, ., status, ,,, =+, status,,, |

(5)FIWr S JE 175 status_value, AHTR], A A
W2 AR B S, B9t e 130, B ST, =[ status,,,, ], [F] I
ny B =1, 3R BTHL Tl 55 U EE Po=1, DEC Y],
TGS A, dh 2kl [Ty, B AL BR(3)

1.5 BEHAEKXTE

1B PR AL L R IS | T X Y DRSS 7
FIHERT 48 BB L G, BRI R AR

(1) A4 PR EN XN 1 1 24 BN 4L U, =
{status_seqwl, status_seqwz, ey, status_seq“,”% °

(2) ¥ status,, W M B Z fFRE S, =
[ status, ., status, ., =, status, , | i, Hob oo, R UG
BUE R 0, IR 285 87 =[ status, ., status, ,,, ***,
status, ., status,, |-

(355 3k I3 11 4 SRR U] =745 vl %) i A 00, D
X F Vstatus_seq,ﬂ = 3status_valueu.,, pos_sequ.,f eU,p»
H o status_valuew’ =[ status,, status,, **+, statusnd], =
ny>n—n, Hize, WEILTRE(T) ;45 n,>n—n, Hi=e,
M PCFC I, S FREE A 4 ny <n—ny, WL BR(4) 5
I LPR(5) .

(4) 'f% %j S,\:/P’ E]/‘J Je n, Iﬁ P il Shp :[Statusn*na+l’
) Statusmm], ?j“g E 4% n—ny E j"j ns, EI]
S\ p =[status, ., status, ,, **+, status,,, |

(5)HIWr S, =i 5 status_value,, AR A, 5 AN A
], 4k 2k Iy , B 2058 (3) s 5 0, 20 3R (6) .

(6) LAREE S, WEcm 15, B1 S7 . =[ status,,, ], [
P ny B n— LTI AR AR AR 1, B 1, R BT
M55 S P =0, ERL ) i FR g o, b g 1K)

status, _, .5 **



02g L/ AR {7 G-

%4045

LRI O, I T FR R AT — I 1 44 A58 42 DRI .
(1)# 1, =0, MEEBR(8) s I 7 2098 (9) .
(8)HIWT S, &5 N status_value, HYT4E, 4 2,

W& (8] P =0, DERC RS, 2o BR800 5 75 0], 4k 253 [Ty

P14 BRI 545 vh i LA RE U], BN 2B 3R (3)

() HIWr S, 65 status_value,, BT n—n, T

AR, A AR, AR (5] P, =0, DERC AL Y, s FRES o5 75
WU, 2k 252 g 11 45 B0 0 -4 v i) A R D), RS
LHR(3).
1.6 EAZBRMBEMUELE

44 BB IE LR WU 5 B S AR S P
G AT HE 4% FRORARLEE DEIEC , A5 SRS P, BAKGR
BT,

(AR P 4R BRI A F25 1 e S 44 B ) 74
U, p ={status_seq, , status_seq, , **+, status_seq, } M H
2N FEU,, = {status_seq, , status_seq, , ***,

status_seq, }o

(2)%F Vstatus_seqbl e U, pticy <C tatus_seq, (status_value)
(cs M S"IUBNEL, status_seq), (status_value) RS P
5‘] status_seqb‘ EP E’\J status_value {E ) R lﬂﬂﬁ :

status_value . ., =
b

status_seq, (status_value) [ 1,2, -+, ¢y ]

status_value ., .., =

status_seq), (status_value)[2, 3, «++, c5 + 1]

statu S_seq stalus_seq;
'k

status_seq, (status_value) [ ¢ e —Cs + 1,

_seq,

C s —Cy + 2’ T cs'ams,seq,' ]

_seq,

I, status_value,,,, .., = status_seq, (status_value)o

Horr status_seq, (status_value)[ 1, 2, «-+, ¢5] A R
status_seq, (status_value) I 1—c .,

(3) B ERIR S P status_seq,,, 52244 L p
BN R TR AR

_seqy,

dy (Vg )= D, Aoy [PD)'(S [ e,

=1

DY

(1)
Horp status_value,,,. ./ falic A Vet Vs | i ] o
Vo B S0 B 5 BRRL d (A, B) 3R SR B 1) it A=
[2,,%, <, x,]" 5 B=[y,,y, ...,y"]'l‘ {9 Bk L L A8 iR
—'%’ B d(A, B):\/(xl _9’1)2 +(x, _y2)2 +oeet(x, _}”n)zo

RIGIHR T A IE B 1 i/ ME d,,
dy =m0 () (0 )s (D) 205y (D) J(2)

Horpr, min { - )37 U/ ME
(4)%F Vstatus_seq, € U A Cs <C
A

status_value,, ., =
I

seq,, (status_value)?
i

status_seq,, (status_value) [ 1,2, -+, cg|

status_value, . ., =

status_seq, (status_value)[2,3, -+, ce+1]

Status—seqalulus_seq, =
'k

status_seq, (status_value)[c . ..

o "Cs T 1,

— -
Cuaus seq, ~Cs' T 2, C stas_seq,, ]
i i

=, status_value,,,. ..,

(5) I YIRS P ) status_seq,,, 5 H 4 HH
BB B B TR A R

= status_seq, (status_value),

_seq,,
dw(vxm.,.\,m,{,l)z z d ((v.\m..\,ﬂ.‘;l

i=1

Horr ¥ status_value,,, ., FIICH v, . o

RGP R B Y i/ MEL e

dw_min = I'I'lil’l { dw (kum» ~H],Z])’ dw (1}~A:u\n~ m'"‘z)’ S dw (vwlu\ »wl,'(r) }

(4)
(6)ITHHEAMIE P, AL
Pg =d, ./ (d, .+ d, ) (5)
1.7 EEBENEEBERESISEZHNBDE
&I
(1) FE ) s ] JXUJRS: o
5T 2 B, R DX A AN [ ] 5 e % T AR AR
LS It HEA G, gt 5 Sy
BB B R G S S R R AT AR
f& ] Premaratne U K745 A9 TAE k1580 [ A+ 18]
AU
Premaratne U K55 ARG 2 REIT H USCEE (1) 52 PR
F G0 28 B Gt 5 BUAS [ s B R e 22 i
ARG B n (1), & LT RGEMRIFEECT (1)
FTHEA T, n= (6) FrR o
T(t)=n(t)/max {n(t)} (6)
T AZETE S A8 Ak, B )RR SR 7E — RN 2428
iy, BRI FENE . fE— A H N, TR
TG RAR S A — R i ey = e, Z 5
R, ELH) 04:00 BFZI A2 A7 o D Wk S B0 A T 2%
T o B, mT DL L ) R GE R e s v S
e LR LU o S T ORI B e R A
Yeiti & f A AT REAE M U R TR B iy R4E . iRk,
Premaratne U K& AE LT RGMI s HEFRELV (1)



5 8 A

U, G5 Tl 5532 0 e ol 5 S R T ik 2]

HH AT, = (7)) iR .
V(t)=P,,(t)/ max { P, (1)} (7)
Hrp, P (1) W2 H B 2056 L 4 {E
FEL X s [ RUBS: P 55 R (2) TR A 5K R
R(t)=T 1)V (1) (8)
AR Premaratne U K745 A8 Fr 45 e o 1+ [A]
IXUPSE Fi8 T AT AT, — IR Hh s ] JXURS: 18 450 e e 1) B 221
}16:00.
(2)Mh 55 H 2
L I AN [l 55 0 B BEPE AR AR A, R T X
) 325 o8 e K A 5, Mo 7 e AT e B B
B 55 AT L R, AR SO — Ak 55 X —
il T — AL 5 Z AN R A R, AN
() Ml 55 1 2 1 5 JHE DG BG4 45 A4 1 a5 1) B PR A
Koo e, ASCE SOl 55 FHEA: PR REARK,

1 n
- ZPNnde (pos;)
n=

max { P (POSt) }
Hip Py (pos,) SR 19 5 pos, [ B2
(3) Mk 55 gl B B OE
G545 v DO s (i) JRU RS 5 A o) e M AR R
P HATIEIE A5 BN TE R 4 o Y RSP 91 Yy
B b 55 BB EE P AR
P.=P,R(1)P, (10)

(9)

P_(pos_seq)=

1.8 EREFIE
25 L sl 55 U EE PR A T s oh

1 S'eU,
P =<P.R(t)P, S'¢U,&S'¢U, (11)
0 S'el,

STV 55 B EE P, T Uiy E X 0 4 2 g 2 75
IS5 R SC A . S REARA ST B T R i iR
KRBT EE X, H X, BRIAEN0.25, 4
P> X B O S APIRES 7 91 status_seq,,,=1S', P’
o PR I Y 55 18 A7 H 7l 55 S 5 A
W] IAA Y HT L T R G T2 2R, R

Jilb 5543 T
2 BAWESHRIHEHIRAN RGN

of RS 55 2 5 1) L b 55 TR
B —Fh R G T e AL E & 3 R, A R
ARAEH P PEASE R R R AR R | T TR A
He 545 AR X S A D RERLHR

(O AR X H ) T 4% R Gef i i i SCatk A7
AR . R G0 o SRR X 4 1) SO , #8023
Bl , RAF SO SR A SO R R G

(2) LAk BRAS R < Xl SRABE RS A 1) 4 St A7 ik
UE AR EE Ll S5 S o A R EUR SCE SR A
T SO Roll 55 430, b G X R 55 4 SCE AT
TREE AL , T3 S A I R B8 32 A TRIC% , i
60 % SC LK 2 T ethtype 7 BE 2 75 - 0x88B8 H
WriZ R ST M IEC 61850 B H Y GOOSE % 3¢,
38 K I 4z SC A K B2 T ethtype “F B A R
0x88BA HI Wiz it L2 M IEC 61850 Hhil A SV
S, A A R I SR g 1 Bl H S R AR R
102 A WriZ i SCE 750 TEC 61850 Bl i1 MMS 4
CEE

(3) TR A f M AR X v 7l 454 SC P Lk 55
BAEIEAT R, Ry T L Y 55 1) 3 IR A A T A
A, T BARBOW 55K , P 5 2%l 45 S sy
R BTN . A R GER FH IR B A A BT R AR R
b 55 4 SO E B

(4) Yo RIS B < T AT 110 Ml 55 12 SCEHs
I A SC T 8 P 28 T AR 531 i U0 i T e 2 A
FEEM Tt .

(5) i« ARG T U R AR AL A 15 L
25 WAL B 525 R o AR L 55 skt R A e A
Z Wk 10 55 B nT RE I 37 ) 28 e 1 He o 0 4 2%
vity , B D120 55 A4 L D0 4 2 ity , I3 3 ifE— A
Ay, A I 21 2 T I 2

WAL, SRy 1 A A SC T 4R R 2% IR R S e S
ARG T4 RS 0] e 2 1 W 28 et 2

B A

|
[tpckise | B remise]

| |
|kt | | 2R |

l l | 1 I 1 I 1
5 A Rl
fif % | [ETs | (M) (H
;{Lj M1 [8023| [s02.1q %zg Té;c GOOSE Sﬁ;{/ MMS ?ﬁ WY s
i S| | BT | RAT | L] | b fENT | Br| | BT || | HInlgs i | |k
i GE| | ThhE| | TuRE | || | W || W | (D] |ohee| | [dosciah| (| (o
3 7 fie| | e fig Bl (uwumoiie| g |fE
fit fit 2

B3 BAlSHEIHEH IR R G REER

Fig.3 Function modules of PSPA identification system



@ L/ AR {7 G-

%4045

Xt HR 4 AT IR AL . o, SR B R AT
DA o GHR BEAT R A ) 2, U ) —Fs o R ) 2
AN T B SO RS 5 T 4 B AR Y RO AN A LA
i L SR BEAT I AR 2 3 n] DU R TR 44
BN S B RGO FL MR IE 4T 48 h i K R G
Wl i B A IRZS P S DR 1 4% SR R e B

3 ZWWIESSH

R T SRR AR SC TR I 4 o R 81 vk BB Ak
YU HL 70l 55 4 SCcehs 42 BRI 4 s 4 0 45 4
A LIS 495 GOOSE & A .GOOSE 1T 1% .
Wik # 5 M BRI FEHL. HA GOOSE &4 #
B BEAR H 3 ] B J2 R A s (Ui 45 283 ) , GOOSE
VI I 3 R 2 Al AR F o o R 2 e i (N BE B
J6) B E— B P T R AT LR Sl 4 .
GOOSEM 5543 — NES "5 oo

&fie N 454 3C |GOOSE
EES
hE Ak 55 3 - o
W kSRS
BB Gt ES

B4 SLRIMEHIRIMNG

Fig.4 Topology structure of experimental environment

TEZIREE T, AR S i BE ek E 3 44 i) GOOSE
HRSC A, M3 — R Il 55 dioSc ity o ASCOH T
03 0 258 o DR ) R 8 1 i SR ABE AN UL RA 5 v ]
A2, 7 HEHR Y 3 A1 R A AR R A i ety 34> I [ 4
HilM5 =, Rz Pl 55 IR A . A S Bk
ST Y IX 3 AN IR (R O B0l 55 2 B A2 A, OF
300 38 oy A T AR 28 ) ol 95 4 ol i SOl iR i)
T A R
i H packet =(other, appid, 0,0, 0) X 4 SCHEF T4
iR, HH other A HAWR SCF B, appid Ak 555,34
Hellgx iy = i e 34 JIRME S, B SC alldata 1)
3N JRAEL, JRUEL R O %68 B S B H, 0l 55 H i 1 1)
FRAE IBUE R 1R R SB35 v B T I P A
e 4 fir s S R B b e 3k 55, B4
b 55 ] 34 JTIRE 5, IR BB appid 2y 1Al 5545
il 19 70 R 5 i B B 1, appid i 2 Al 55 45 il
B 0 W5 5 0 SN 2, appid oA 3 AL 45 45 il Y
JIRME S 0y FE 2 Ry 3. MG, appid 2 3 Bk 55 Y
GRS =
LB VON RGNS SRR U, =U,, =
U,; ={status_seq, }, H o status_seq, (status_value)=
0 0 0
0 0 liﬁﬁﬁﬁm%ﬁTEﬁE@ﬂ ) 5 # A
0 1 1

J 45 i 48 5 h Uy =U,=U,;={ Status_seqbl},

01 0
Horp status_seq), (status_value) = [1 1 O

1 1 0
PG ET — PG 1 T RTS8 5] . 7%
Wl B B 2, 22 36 v R 1 44 B SR P R R DU 1 D R
SEAE A TR TE N T3 25 (A 3P 72 SEBr i F
T L4555 2 T ik BB A BRIk N 2, R
PG AT VE

PO AT S PALLY B WU Ty R (R SR G N
SCH ) BLHOE H AR S, i — R A BB I
Bl 55 2 5 1Y appid 7 1D 554 SOF A, XHHRSCET
e 4 R it SO SRR N

packet, =(other,1,0,0,0)
packet2=(other, 1,0,0,1)
packet3=(0ther,l ,0,1,1)
packet,=(other, 1,1,1,1)
packet5=(0ther,l,0,0,0)

FEXCE # Rk B RSP I G Z R G L
PZ S 7 5 5 B 2 B b R status_seq, VCBE 1Y
Iy, TR s 0 26 Bt , 0 8 52 Mot 0l 55 i 47
L AUR DL SR A3

Y Sk R A% R AR DR 5k A AR
AR SOy TR 2 A v T B T XU, 8 280 e 19 16:00
Ik 220 %55 Ml 55 i JiE A e 1 appid i 3 B 55 i 4T 3K
o M ARG ) Al H 1o i fi] XU 45 %505k
55 B E N 1, RGeS a8 45 SR A DL DE i 45
RYGE o T LR R B RS, M — R R R TR A
Brp i 3 T O I 55 2 R Y appid 2 3 A9l 55 i SC
FEH, 0 SCTT ) 2 A Bt AR SUF PRI -

packet1=(0ther,3,0,l,0)
packet,=(other,3,1,0,1)
packet3=(other,3,0,0,l)

TES T R R B S RSP I G Z R Gk
PRAZ AR SCIF BRE I0E 00 B 2 1 22 4 B {E, i )R
Sl e 0 28 it | D06 8 A2 Tt Ml 55 R A T L A
DB s R A4

oI i Aotz N Ll N R DR R B s e
X Jgl W B2 1 1 (A8 A5V L AR SR — e, I 58
15 B0 1 b 137 5% , 7E 08:00 B Z 5T appid iy 2 9l 55
BT — U SR AR E R R SR IR -

packet]=(0ther,2,0,0,1)
packet,=(other,2,1,1,1)
packet3=(other,2,0,1,0)

M2 FR 25 22 s FEL DO B ] JRUS: 55 0 55 F B e b
HEAT B RO I 3% B4R T 8 6 Y B E
0.631, /= T4 4 [ 0.25, W) R 58 2345 1% B 2R AE
DR T T AT o 2451 AHL R[] JXURS: 550l
S EEMIRE , R A BONE XTI N
IEEHRAE 450 LI S b 1] AS, B i AR I3 40 )

N




5 8 A

FUEA, G5 Tl 55 2 A A0 Tl 55 O R T 23

7 (149 EL, A B TR XU 16 550CR 0.4, b 55 5554 0.667,
1B 1E 5 b 2 4 0.168

IR S PR 4 B R U IE AR AL VL IE 2
i L, ) s () DU 55 45 o ) W A8 1 34N
T BIE T AR SCRT B 7 i AE U0 L 7ol 45 4 S o ok st
B R

4 iR

C AT Tl IR 75 2 R 22 56 T It A AIE L IR SOME
D) B SCAS R 7 B AR S T A 25 8Ol 55 12 8, X
DA RGRON HL 00l 55 S o A SCRR MY T — R ik
Tl 55 32 B 04 0l 55 e SCH R O i L 0T v
H 58 PRSI 55 S i Ay AR 4 il 55 22 4
1 44 B AR X DG i 512 0T 7 8 11 44 B 9 S il
G5 RS IR PRI s SR, WNTE 2B 1 44 B RS
JF 9\ FEAT AEARLRE DG FE , 5 H 000 i [] JXURS: 51 55
B Rl N\ T R 44 FRL AR RURE DE S AN
Z R XA AT IE , DA LS PP AN AR A
2 BT () SRS R 90 04 B E  BEART S R
J7 1 B iR R DT SE BT E 7 Ml 55 e SC I R
R HERRTE ) o T BT B O i S B — A B R
RURGE PRGBS AT 1 Y RO, Tk
W T BT 7 vk B A R -

Ry Y S b U)X R O 4 2 g 1) FL 9l 55
R SCHC 5 L T AR I 58 35 28 1 44 BN 7 T ok
HE— 23 B B A RO DT SRy i v H g AR
RGN M 28 Bt R RE D SR A R S8 05k

P S LA ) W 2518 (http : / www.epae.cn) o
S 230k

[ 1] XUE Yusheng, YU Xinghuo. Beyond smart grid: cyber-physical-
social system in energy future[J]. Proceedings of the IEEE,
2017,105(12):2290-2292.

[2] XU G Y, TAO L M,ZHANG D,et al. Dual relations in phy-
sical and cyber spacc[ﬂ. Chinese Science Bulletin, 2006, 51
(1):121-128.

[3 ] X&, AR sk 2R DRI - 5 58 22 45 At S i i

SR ll] w1 R%E A 91E,2016,40(6) : 144-147.
LIU Nian, YU Xinghuo, ZHANG Jianhua. Coordinated cyber-
attack : inference and thinking of incident on Ukrainian Power
Grid[J]. Automation of Electric Power Systems, 2016, 40(6) :
144-147.

[ 4] Fpf, Ao, 8. B iR MEL 22 EkRS5FEE
LA RGI A 5 22 L5 [ 5 00 052 ) 2 2
I SRR TR G 31E,2016,40(8) £ 147-151.
LI Zhongwei,TONG Weiming,JIN Xianji. Construction of cyber
security defense hierarchy and cyber security testing system
of smart grid: thinking and enlightenment for network attack
events to national power grid of Ukraine and Israel[J]. Auto-
mation of Electric Power Systems,2016,40(8):147-151.

[ 5] LOPEZ C,SARGOLZAEI A,SANTANA H,et al. Smart grid
cyber security:an overview of threats and countermeasures|]].
Journal of Energy and Power Engineering,2015,9(7):632-647.

[ 6] JRmeAs s Ak, 45 . W) Tl R G5 B2 AR

TSR ISR ROE R Sl ERAR,2017,15(4) :96-102.
ZHANG Shengjie, GU Haomin, LI Zhiqi,et al. The information
security risk analysis and response plan for power industry
control system[J]. Electric Power Information and Communi-
cation Technology,2017,15(4):96-102.

[ 7] PREMARATNE U K,SAMARABANDU J,SIDHU T S,et al.
An intrusion detection system for IEC 61850 automated substa-
tions[J]. IEEE Transactions on Power |)e1ivery,2010,25(4):
2376-2383.

[ 8 ] CHEUNG S,DUTERTRE B,FONG M, et al. Using model-
based intrusion detection for SCADA networks[J]. Procee-
dings of the Scada Security Scientific Symposium,2006.

[9] YANG Y,LITTLER T,WANG H F,et al. Rule-based intru-
sion detection system for SCADA networks[C1//2nd TET Rene-
wable Power Generation Conference(RPG 2013). Beijing,China:
IET,2013:1-4.

[10] PARTHASARATHY S,KUNDUR D. Bloom filter based intru-
sion detection for smart grid SCADA[C] /2012 25th TEEE
Canadian Conference on Electrical and Computer Engineering
(CCECE). Montreal,QC,USA:IEEE,2012:1-6.

[11] NIVETHAN J,PAPA M. Dynamic rule generation for SCADA
intrusion detection[ C] /2016 IEEE Symposium on Techno-
logies for Homeland Security(HST). Waltham,MA,USA:IEEE,
2016:1-5.

[12] KWON Y,KIM H K,LIM Y H,et al. A behavior-based int-
rusion detection technique for smart grid infrastructure [ C] //
2015 IEEE Eindhoven PowerTech. Eindhoven,Netherlands:IEEE,
2015:1-6.

[13] YANG Y,MCLAUGHLIN K,LITTLER T,et al. Intrusion detec-
tion system for IEC 60870-5-104 based SCADA networks
[C]//2013 IEEE Power & Energy Society General Meeting.
Vancouver, BC, Canada:IEEE,2013:1-5.

[14] YANG Y,XU H Q,GAO L,et al. Multidimensional intrusion
detection system for IEC 61850-based SCADA networks[J].
IEEE Transactions on Power Delivery,2017,32(2):1068-1078.

[15] HONG J,LIU C C, GOVINDARASU M. Detection of cyber
intrusions using network-based multicast messages for substa-
tion automation[ C]/ISGT 2014. Washington, DC, USA: IEEE,
2014:1-5.

[16] WU S S,LIU C C,SHOSHA A F,et al. Cyber security and
information protection in a smart grid environment| J]. TFAC
Proceedings Volumes,2011,44(1):13696-13704.

[17] HONG J,LIU C C, GOVINDARASU M. Integrated anomaly
detection for cyber security of the substations[J]. IEEE Tran-
sactions on Smart Grid,2014,5(4):1643-1653.

[18] KLEINMANN A,WOOL A. A statechart-based anomaly detec-
tion model for multi-threaded SCADA systems[C] //Interna-
tional Conference on Critical Information Infrastructures Security.
[S.1.] :Springer International Publishing,2016:132-144.

EHM1994—), B LRI A, M
THRAE, ZEHR T @A BN KK W
1 T4z % 4 (E-mail : a6215916@qq.com ) ;

A#AM(1974—), B, TA, B A
BRI L, TR TN
B A% 8N KEHE B T3 % 4 (E-mail ;
zhucy@epri.sgcc.com.cn) H

E F(1996—), &, & A LA, M
THRAE, ERHR A EAE ) TR A
(E-mail : 564943524@qq.com) .

AV M

E B

(4w%E 1)



2 ® 0 & % L B %405

Identification method of power service packet attacks based on service logic
WANG Haixiang',ZHU Chaoyang', WANG Yu’,ZHANG Ruiwen’®,LI Jun’e®,LI Jiyuan’, YING Huan'
(1. Information & Communication Department,China Electric Power Research Institute,Beijing 100192, China;
2. Key Laboratory of Aerospace Information Security and Trusted Computing,Ministry of Education,
School of Cyber Science and Engineering, Wuhan University, Wuhan 430072, China;
3. State Grid Zhejiang Electric Power Research Institute,Hangzhou 310014, China)
Abstract: The PSPAs(Power Service Packet Attacks) of power grid measurement and control terminals are
easy to cause misoperation of primary electric equipment,thus causing electric power accidents. PSPAs usually
achieve the attack purpose by interfering the normal service logic. Existing attack identification methods do
not take service logic into account and have poor effectiveness. Therefore,an identification method of
PSPAs based on service logic is proposed. The state chain of power service logic, blacklist and whitelist
are defined. The misuse detection method and anomaly detection method are combined to evaluate the
threat degree of power service based on the service logic blacklist and whitelist. Considering the time risk
and service importance of power grid,the threat degree is corrected,and the effective and accurate identifi-
cation of PSPAs is realized by comparing the service threat degree and the security threshold. The architecture
of an attack identification system based on the proposed method is presented, and the system is tested to
verify the effectiveness of the proposed method.
Key words: power service packet attacks;identification method of attacks;service logic; state chainj power

grid measurement and control terminals
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Mechanical fault sound diagnosis based on GFCC and random forest

optimized by whale algorithm for dry type transformer
GENG Qishen',WANG Fenghua®,JIN Xiao’
(1. College of Electrical Engineering,Shanghai University of Electric Power,Shanghai 200090, China;
2. Department of Electrical Engineering,Shanghai Jiao Tong University , Shanghai 200240, China;

3. School of Electronic and Electrical Engineering, Shanghai University of Engineering Science,Shanghai 201620, China)
Abstract: To effectively extract the mechanical condition information of power transformer and then identify
the mechanical faults via acoustic signals,a mechanical fault sound diagnosis method based on GFCC(Gam-
matone Filter Cepstral Coefficient) and random forest optimized by whale algorithm for transformer is pro-
posed according to the excellent sound recognition ability of human auditory system. Firstly,the GFCCs of
transformer acoustic signal are calculated, and the information entropy is introduced to extract the main
acoustic feature information in GFCC. Then the whale algorithm is used to optimize the scale and feature
subset of decision tree-based classifier in random forest and the classification model of typical mechanical
fault based on optimized random forest is constructed. The calculative results of acoustic signals of a 10 kV
dry-type transformer under normal condition and typical mechanical faults show that the typical mechanical
fault model of transformer based on GFCC main characteristic parameters and random forest optimized by
whale algorithm has better recognition ability with high accuracy of more than 95 % ,and has excellent anti-
noise performance and robustness.

Key words: power transformers;sound signal;fault diagnosis; Gammatone filter cepstral coefficient;information

entropy ; whale algorithm ;random forest
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Fig.A1 Data structure of blacklist and whitelist

Frame 126: 141 bytes on wire (1128 bits), 141 bytes captured (1128 bits) on interface 8
Ethernet II, Src: Dell 33:98:54 (50:9a:4c:33:98:54), Dst: Broadcast (Ff:ff:ffiffiff:ff)
802.1Q Virtual LAN, PRI: 4, DEI: 1, ID: @

~ GOOSE
APPID: @x0064 (100)
Length: 123

Reserved 1: ©x0000 (8)
Reserved 2: 0x0000 (@)
v goosePdu
gocbRef: P220FY1BPROT/LLNO$GOSgoche
timeAllowedtolive: 10000
dstSet: P220FY1BPROT/LLNO$dsGOOSER
goID: P220FY18Trip
t: Jan 1, 1970 00:00:00.000023245 UTC
sthum: 41
sqhum: 93
test: False
confRev: 1
ndsCom: False
numDatSetEntries: 4
v allData: 3 items
v Data: boolean
boolean: False
v Data: boolean (3)
boolean: False
Data: boolean (3)
boolean: False
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Fig.A2 Format template of GOOSE packet
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Fig.A3 Experimental result of blacklist and whitelist pattern matching
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Fig.A4 Experimental result of similarity matching
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Fig.AS Experimental result considering grid time risk and service importance
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