F41%5 F28
2021 £ 2 B

Vol.41 No.2
Feb. 2021

2 9 8 % RS

Electric Power Automation Equipment

He PR JRBE G B R e A0 Y
MR BT A B diAs il

W A,E IR
(ks eI AL TFHARZ, LT 100084)

WE . HARRIEM P EIRTZ LGS EREFTTAN T LB sb R E eyt . At B A a4
A6 BB B IEEANSE (FDIA) 42 B TE R TH AR ZIKM a9 T RG RAF X 4569 FDIA M 7 ik, &
JE B A AR L IR 49 FDIA R 22 AFEARH AR ZIKM L5 K TN ZHEF £ TR E KA
A 6 B AT B 2 AN R AR A ), IR AR 2 AR 6 By R R AR AR AR IR B AAE T AT A9 AR &

TR IBAT KA 69 AF 0 B, AR FDIA 6940 M 35 o 3818 5 3o 48 IS BT 42 A0 77 % 09 SE A M A B 2, SRR 28
RAD P FDIA #inl 7 ik AT AR 7 6 Al e e A ) o dinl 34 513 A il 486 2 5T 34 98.60 %, 22 4 F A
H1.35%, 3T F AT L@ EAT EEART I NS R, b AT R 4R R 09 5 A=K,

KR AT A AR R IR 45 82 A Bk A AR BB EANSLE B RAT K 4%

FE 5SS TM 761

0 355§

V5 B R G R & R G IR E RS A RRIE 157 Y
RER LI = 5 B YR G R R R P A —Ik
HRHE N BT R R B IDE I B TN 7S A R
RARAT G R L F AR Aol SRUEAS LAY & 4
2 SR RE VR LI 4 A is A T R A, SR, Bl
T 0K B 19 87 784 5 T K DX A R T 1A e S 7 T
e XHECR T Z2E R LR, R EO A
FE R LI X B 25 7 a2 B W g ek o Horb, R R O
HEATCE (FDIA) 8 TR ASAG T A R 508 R )
J5 15 0 e IR T AR i, LA BR PR R AE , BE X BRI ELEX
DRR) P U T 55 i A A e, A TR LA R e S M R OE
B, SR T 4 ) R A RN BN D i A R e TR
B H Ao 5 ANRE K I ERR A U FDIA , 25 ™ 55 52 1)
REUE B A IE R BT, L, pFSR IS TR i e
5 5 B FDIA A i HAT dE 22 S 2 5L

HAl, CA 2L PSR A B2 S E A FDIA A J7
Beo SCHRL6-7 I I B i D7 4G DN FDIA , AR 45 %
i & By e 1A R I S 0 R RS A ) T
0 TF R 0 T 0 2 A 2 3 2P AR A 3k — 5 a5 8
o A1 5 A A T ] AR Ay — A B ik ) R0, AT ST
AN . SCHER[8-9 [ FHAH A E 73 A 7 A6 T FDIA .
Yrim HH#E:2020-08 -22; 1€ B H#H:2020-11-04
HEELTH:BRAAHFALFIHRAB(51677094) ; B K & W
A RG] EHARABD (B SCH1E ERRBIERE R
A

Project supported by the National Natural Science Foundation
of China(51677094) and the Science and Technology Program
of State Grid Corporation of China(Research and Development

of 5G Cyber-energy Fusion Technology and Equipment)

XEAFRERD: A

DOI:10.16081/j.epae.202101001

Hodr ) SR [ 8 T 4 il A8 o i 43l g Sk PR AR
B R TR AR R R AR AR AR S
75 b [B] 4 IR B2, DA G AR Ry 4 W 2 A5 47 7F FDIA (4K
P 5 Sk [9 13130 2 I A8 £b 7 5] 18] ) S B Y T, AR
P SR 24 5 0 0 R 40 I 2 A5 52 2 FDIA . SCHik
[10-11 JF)FH S 435 AL (SVM) JR B 5T T FDIA /Y
R 7 2% ARG SVM 143 22 S e, A X o
e AT e (BRI R AR 0 o ST, A
T I TZ A AR FDIA K 5 v, SCiik[12-13 ]
] 1t 28 X 28 A TR0 4 57 FDIA A IR b, Sk
(1251 B HI/ N 28 B FH T $ i 2h e st ] JRL T P9 R
GRS BURFAE , 2R FH TR EE A 5 00 246 S 7 RRAIE P B 23
TR R ARPEIZIALEE T B FDIA K
D75 5 SCk [ 13 TR T TG R BT 454 Jin A B FLph
W45 I A T 2 Z A0, ST T — PR A 2 N 4%
XoF EEL P s SR AT I 2 TR R e BRI 1) 2
[E) TS TR AR AAE LA S B XF FDIA A6

SR, H AT HL J7 R S5 FDIA K60 5 12 9 A BE
FE 0 T R R VR LI ), S AR LU [l (D3
AU V5 BT 0 ) £ BB ) R B R o L TS
H D) 2 1T A5 345 B A T AT s @ K43 T FDIA
Rz 7 % B AF 9 3 B 0 2 2T IR RS R
SRR, T LS UK Bt 25 &) 2 BN SR B i 52 i
() R R 5 F I I S 1 B e A% TR [ AR R
O 22 [B] B A2 L R TR A R ZR 5 ) R T A R
B PRI, R T PR R R A R LI W Y 2 4B A T, T
TELRIF ST e ELAG AR 32 ARG 03 J3E 11 FDIA A6 7k

B R BE IR EL IR I A v B A 1) B AT VR (O
RA&H A % H) FBEHLME FH L s (R sy 4 Y
REHLAN ) o [RIIL , AR SC A BEAL A 72 1) 71 BE T 55 B AL A



® ® 0 & % L B 41 %
JEE B R4 FDIA RS ke o Horp, TR B Jees Y ry =r.lo, (2)
A B TR A RS, AT UMM SR (1) £ i i ik rv=riloy (3)

AETR ELIC A8 AT AR 2 22 18] A SC IRk F 22 S, A
i T 3 A FDIA X g 95 EL I ) a7 AR S A 52 ) o
A By IR B SRR TS A A i O, i A B B e
HR % FDIA G B2 A4 K, 1 1 BT BUE ZR R R
S LATH A2 7 B BE R ELIBC O X FDIA RGN B8 ) 255K .

AL S5 1 FDIA 19 J5 8 5 R4, A 1
FDIA BRI T5 35 5 SR, 3 1 2 T XU - B R R Y
B LR JR ELIR I ) FDIA G 7 vk 205 i Bk
AR R 221 A s ) g DA o Bt S ) 2 A e g s T
I A2 A Ty R B I BRI | LI W RE U 1 M 5
RS 2722, R I AR 3 B — AR A3 B 45 (19 i
U5 EL GG 190 3 A DR 2 RS A B2 A= B FDIA AG 0 45 5 i
Jev s d 2 — A LR S G0 BT B AN O 2 AT SR E , 1
— U W BT i FDTA RG J5 3 RE A8 1 I 2 g I
KGO o A0 1 8 5 A A FEE 2K

1 FDIAREIE 54%1E

BT BB YR B AN R AL (R B LR
G (5 B RGN R 5 YR G R AT
J¢o PR, 8 i FDIA 7 F 37 Y RE VR 15k R0 1)
JRBE, 45 i 7 R GE A R BRSO 2k, 453
FDIA A9 Bl ME R AE | 138 4 52 PR DL 4515 FDIA 1)
ZREVERRAE , BRUEAF 58 BT FH 9 T8 S 490 i R 52 s o
FHZLR

FDIA V& FH T 587 AU g U5 556 W B R BE an &l 1 pr
TNo 2 HE BRI 1] i @ MO T A R R LI I (A
BRGNS, il i Z 2R Z +a, 5 RS T4
Rex 7 A — AR R ZE W) i e, FETS | B I B A A A
AR TR A R R SR AR AR ), A S B R SR
BATFAIER RS

FDIA %j'} 1}%”% "
@ ﬁlﬂ ,m ’l‘ﬁi @ Gbﬂfﬁlj
W
FRRS L/BLE

B 1 FDIA T #r8Y se iF B BX M 09[R 32
Fig.1 Schematic diagram of FDIA on new-type

energy internet
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Detection of false data injection attack for new-type energy internet
based on double Markov chains
YANG Shan,TAN Bo,GUO Jingho

(Department of Electrical Engineering, Tsinghua University, Beijing 100084, China)
Abstract: The highly integrated and open information in each link of new-type energy internet weakens its
ability to defend against external attacks. Aiming at the FDIA(False Data Injection Attack) with the charac-
teristics of concealability,a FDIA detection method available for new-type energy internet is proposed based
on double Markov chains. Considering the principle and characteristics of FDIA and a large number of mea-
surement data and changeable operation states in the new-type energy internet,the data to be detected is
mapped into two different state spaces and two different Markov chain models are generated. Based on the
accuracy of energy internet’s operation state estimated by the model,FDIA detector is generated. The correct-
ness and effectiveness of the proposed detection method are verified by experimental cases. The experimental
results show that the proposed FDIA detection method has excellent detection probability and less detec-
tion computation amount, the detection probability is up to 98.60 %, and the false alarm probability is only
1.35%. The calculation amount is reduced by one order of magnitude compared with the support vector
machine method,which can meet the application requirements of new-type energy internet.
Key words:new-type energy internet;information security;attack detection;false data injection attack; Markov

chain
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Fig.A1l Change trend of active power measurement data of WESTERN region from August 22 to September 20 in 2019
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Fig.A2 Load curve of electric vehicle charging station
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