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Fig.1 Schematic diagram of state estimation

based on AC power flow model
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Fig.2 Schematic diagram of state estimation after attack
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False data injection attack scheme of electricity market based on topology tampering

WANG Shengfeng, DING Zhou, WU Jingsong, QIU Aibing
(School of FElectrical Engineering,Nantong University, Nantong 226019, China)

Abstract: From the attacker’s point of view,a FDIA(False Data Injection Attack) scheme based on topology

tampering is proposed under the framework of DC state estimation. Firstly, by analyzing the consistency

between the topology structure calculated by the network topology processor after the attack and measured

by the sensor, and comparing the residuals before and after the attack, the definition of stealthy attack

which can avoid the topology error processing detection and residual detection is given. Then,based on the

above definition and the concealment condition of the attack vector column space,a FDIA scheme is pro-

posed to achieve the maximum generation benefits while ensuring concealment by solving the convex pro-

gramming problem. Finally,the effectiveness of the proposed scheme is verified based on standard IEEE 9-bus

and 14-bus systems. The results show that, compared with the existing FDIA schemes,the proposed attack

scheme combining topology tampering with FDIA is more concealable and more profitable.

Key words:false data injection attack;network topology;topology tampering;electricity market;state estimation
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