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Table 1 MAE of load prediction
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Differential privacy protection method of electrical load data
towards cloud computing applications
YU Qun',SHEN Zhiheng’,SUN Feifei’, LI Zhiyi'
(1. College of Electrical Engineering,Zhejiang University , Hangzhou 310027, China;
2. Economic and Technology Research Institute of State Grid Zhejiang Electric Power Company, Hangzhou 310016, China)

Abstract: With the development of cloud computing technology, users can use public computing resources
to complete big data analysis services such as machine learning with low cost and high efficiency, which
improves computing efficiency and economic benefits while facing privacy disclosure risk. Aiming at the
users’ load data leakage problem hidden in the cloud computing represented by machine learning as a
service, an electrical load data masking method based on time-series generative adversarial network under
differential privacy protection is proposed. The synthetic data satisfying differential privacy is used to replace
the original sensitive data so as to effectively prevent attackers from inferring real sensitive information
from stolen training data. Rényi differential privacy mechanism is introduced to remove individual characte-
ristics on the premise of keeping the statistical characteristics of load data. On this basis, the recurrent
neural network is used as generator and discriminator of generative adversarial network to capture the dy-
namic time characteristics of load series. At the same time, the static characteristics of load series are
mined by combining autoencoder with generative adversarial network. Theoretical derivation proves that the
proposed method can meet the differential privacy requirements and the total privacy budget can be quanti-
fied. Numerical experiment results verify that the proposed method can ensure the privacy and availability
of electrical load data after privacy protection processing.

Key words: electrical load data; cloud computing; differential privacy protection; generative adversarial net-

works ; autoencoders ; data masking
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