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neous power Internet of Things devices in

distribution network
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Table 1 Classification of Internet of Things devices
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Review and prospect of research on security of user-side heterogeneous

power IoT devices in distribution network
YAN Kang',LU Yidan',YU Zongchao', QIN Fangluz,LlU Xuan'
(1. College of Electrical and Information Engineering, Hunan University ,Changsha 410000, China;
2. Power Dispatch Control Center of Guangxi Power Grid,Nanning 530000, China)

Abstract: With the distribution network user-side heterogeneous power Internet of Things devices (UPTDs)
integrating into the power system,the security protection boundary of the power system becomes increasingly
fuzzy, making the physical isolation devices-based security protection system unable to become a barrier to
protect the operation safety of the power system. Considering the cyber risk characteristics of devices, the
cyber security of distribution network UPTDs brings new hidden dangers to the operation of power system.
In order to better reveal the security threats faced by the power system in the scenario of large-scale dis-
tribution network UPTDs access and provide reference for the development of corresponding security protec-
tion measures, the research on security of distribution network UPTDs is comprehensively reviewed and
prospected. Combined with the communication architecture among the device components,the current cyber
security vulnerability and potential attack means of the distribution network UPTDs are analyzed. Conside-
ring the operation characteristics of the terminals of the distribution network UPTDs, the safety impact of
their abnormal actions on the power system is revealed. The main security protection researches of the distri-
bution network UPTDs’ components are reviewed from three aspects of “terminal”, “channel” and “cloud”.
The future research directions in this field are prospected.

Key words: distribution network ; Internet of Things; heterogeneous power Internet of Things devices;security

protection boundary ; cyber security
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