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Cyber attack classification method of false data injection in power system

based on DeepWalk algorithm
LIAN Xianglong, QIAN Tong,ZHANG Yin,TANG Wenhu
(School of Electric Power Engineering,South China University of Technology, Guangzhou 510641, China)

Abstract: In order to accurately and effectively identify the severity of false data injection attacks (FDIAs)
on power grid,a novel FDIA classification method based on DeepWalk algorithm is proposed. According to
the characteristics of FDIAs, the response model of power system is constructed. The batch random edge
reduction strategy is proposed to construct the attack data generated by the response model as the attack
scenario graph. The DeepWalk algorithm is used to map the nodes in the attack scenario graph into low-
dimensional vectors, which are used as the inputs of the machine learning algorithm to classify the FDIAs.
The simulative results of the TEEE 39-bus system suffering from FDIAs show that the proposed method
can accurately and effectively classify FDIAs according to the severity of the damage caused by FDIAs to
the power grid.

Key words:electric power systems;cyber attack;false data injection attack ; DeepWalk algorithm;node classi-

fication
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Fig.A1 Visualization results of node classification
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