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Tab.1 Security group of power system
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Fig.1 System-wide security protection configuration
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Research of information security and protection architecture

in integrative design of power system
LIU Jing-fang', CHEN Chi-pei'*,FAN Jiang-tao'
(1. East China Jiaotong University, Nanchang 330013, China;
2. Jiangxi Electric Power Design Institute ,Nanchang 330006, China)

Abstract: Integrative environment construction is the base of automation system for information

sharing within the whole power network. However,the information security becomes more important

for the secure,stable,economic and superior operation of power system. The integrative power

system and its features are introduced. The main contents of the integrative information security are

expounded , inchuding secrecy , integrality and effectiveness. The security techniques such as fire

wall, virtual network ,authentication center and intrusion detection system are introduced. The design

principle,,system design and security strategy of integrative information security and protection

architecture are discussed. The proposed scheme is applied in areal power network automation system

with good effect.
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