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Fig.1 Background noise on power line
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Fig.2 Noise produced by electric drill
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Fig.3 Pulse noise produced by apparatus switch
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Fig.4 Noise produced by other equipment
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Fig.5 Impedance versus frequency
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Fig.6 Attenuation versus frequency
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Channel characteristics analysis and anti-jamming measures of
low - voltage power line carrier communication
SUN Xiu-juan',LUO Yun-hu?,LIU Zhi-hai', WANG Chuan-jiang', YU Wei-wei*
(1. Shandong University of Science and Technology, Qingdao 266510, China;
2. Southeast University , Nanjing 210096 ,China
3. Yantai Muping District Confidential Bureau, Yantai 264100, China)
Abstract: The channel characteristics of LV (Low - Voltage) power line are analyzed qualitatively,

including impedance,signal attenuation and noise interference. Combined with the power network

characteristics and measurements of power lines in resident zone and metalworking factory,the noise

sources and corresponding noise characteristics are researched. Because of the complexity,randomicity

and time- varying property of signal attenuation and interaction characteristics on LV power line,it is

difficult to describe it using analytical formula and mathematical model. Several anti- jamming measures

are presented to improve the communication quality:data grouping - rearrangement,additional trapper,

multi- path signal reception techniques,spread-spectrum communication techniques and normative com-

munication protocol,which are verified practical and effective in applications.

Key words: power line carrier; channel characteristics; noise; spread spectrum communication;

anti- jamming



