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Fig.1 Basic flowchart of critical node simulation
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Table 1 Critical nodes of IEEE
39-bus system
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Table 2 Comparison of identified critical nodes
among different identification methods
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Fig.3 Safety index variation of IEEE 39-bus

system for different nodes attacked
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Table 3 Critical nodes of Southern
Hebei Power System
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Power grid critical node identification based on singular value entropy
and power flow distribution entropy
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Abstract: A comprehensive evaluation index of power grid critical node is proposed based on the entropy
theory ,which considers the singular value entropy and power flow distribution entropy to explain the threat
of nodal load variation to power system. The singular value entropy represents the impact of nodal load
variation on the nodal voltage amplitude of power system while the power flow distribution entropy
represents the impact of nodal load variation on the line power flow distribution in power system. A system
safety index is defined based on the system average load rate and energy entropy. The successive attacks
on the node are applied to analyze the effectiveness and accuracy of the proposed evaluation model. The
effectiveness of the proposed method is verified by the simulative results.

Key words: critical node; entropy; singular value entropy; power flow distribution entropy; system safety

index; static attack
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