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Fig.1 Integration of cyber system and physical
system in distribution network

HHE IR
BEHLTE

E2 EENSYERNNBEXRREE
Fig.2 Coupling relationship between cyber
network and physical network
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Fig.3 Security threats in distribution network cyber system
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Fig.4 Signal transmission in SCADA system
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Fig.5 Schematic diagram of smart fault detector
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Table 1 Reliability assessment index for
distribution network
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Key technologies for reliability assessment of distribution network
cyber physical system
JIANG Zhuozhen,LIU Junyong, XIANG Yue

(School of Electrical Engineering and Information,Sichuan University ,Chengdu 610065, China)
Abstract: The high integration of physical and cyber system is the development tendency of smart
distribution network in the future,so the key technologies of reliability assessment for distribution network
CPS(Cyber Physical System) are summarized and prospected. Starting with the excavation of physical and
cyber system’s risk origins in distribution network,the influence factors are analyzed further,based on which,
classification methods and specific mathematical expressions of reliability assessment index for physical and
cyber system of distribution network and establish technologies of reliability assessment index for CPS are
summarized and then the research progress of reliability assessment algorithms and methods is discussed.
Four aspects are prospected for distribution network CPS:heterogeneous data processing,modeling and
simulation, reliability assessment index and method,generalized attack and defense mechanisms.
Key words: cyber physical system; smart distribution network; generalized attack; reliability assessment;

defense mechanism
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Performance optimization for low voltage

power line communication
LIU Xiaosheng,CUI Ying,XU Dianguo
(School of Electrical Engineering and Automation,Harbin Institute of Technology,Harbin 150001, China)

Abstract: The low voltage PLC(Power Line Communication) media access control protocol is an important
factor that affect the network performance. In order to improve the relatively low network performance caused
by the asymmetric PLC channels,an improved adaptive p-persistent CSMA optimization method for improved
artificial cobweb with limited load in low voltage PLC is proposed. The networking process of the media
access control layer of three-phase distribution network being mapped into the improved artificial cobweb is
described in detail. The proposed method is applied to optimize the throughput and average package delay of
cobweb,i.e. dynamically adjust the access probability and control the grouping behavior during data
transmission based on the amount of known active nodes participating in channel competition,which makes
the channel in the best transmission status and ensures the network performance. The simulative results show
that the proposed method is effective.

Key words: energy internet; low voltage power line communication; access control; network performance;
improved p-persistent CSMA



