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power grid in Central China
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Fig.7 Community partition result of
communication network
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Table 2 Proportions of communities containing
nodes with first 30 betweenness in power grid

Al B /%) R BT S /%
11 34.48 6 10.34
10 6.9 4 6.9
8 345 3 31.03
7 6.9
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Table 3 Proportions of communities containing
nodes with first 30 betweenness
in communication network
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Assessment method of vulnerable communities in power grid
considering cyber-physical integration
WANG Xunting, WANG Bo
(School of Electrical Engineering, Wuhan University, Wuhan 430072, China)

Abstract: In view of the high computational complexity and vulnerability protection configuration difficulties
when the vulnerability assessment of grid cyber-physical system of component level is applied to an actual
large-scale power cyber-physical system,an assessment method of vulnerable communities in power grid
considering cyber-physical integration is proposed,considering the mesoscopic local characteristics and
community structure of networks. Based on Fast Unfolding algorithm,the power grid is divided into several
communities taking power flow as edge weights,the communities of communication network is divided
according to the hierarchical partition status and the actual coupling relationship between the power grid and
the communication network. Simulative results of IEEE standard system prove the superiority of the
community partition method. Under different coupling connections,each community in the power grid is
attacked by different strategies,and the vulnerable communities of the power grid are assessed based on the
ratio of maximum connected subset with fault in the cyber-physical system. The assessment method conforms
to the present hierarchical partition status in the power grid and the communication network and can reduce
the calculation complexities and difficulties of vulnerability protection configuration. Simulative results of 500
kV power grid cyber-physical system in Central China verify the feasibility of the proposed method.

Key words: cyber-physical system; interdependent network; community theory; vulnerable communities;
vulnerability assessment; robustness



