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Terminal integrity detection scheme of electricity information acquisition system
based on trusted computing
ZHANG Shaomin, WANG Zhinan, WANG Baoyi
(School of Control and Computer Engineering,North China Electric Power University,Baoding 071003, China)

Abstract: Aiming at the information security risks faced by terminals of cyber-physical electricity
information acquisition system,a terminal integrity detection scheme based on trusted computing is proposed
to ensure the security of terminals considering the characteristics of acquisition terminals. The detection
scheme of trusted computing group is improved from three aspects,i.e. trust structure,extended mode of
trusted platform module and extended strategy,to reduce the loss of trust transmission and improve the
computing flexibility of extension. Based on the verification of the proposed extension mode’s feasibility
and security,a new extension strategy is designed. Compared with the original scheme,the proposed
scheme can optimize the computing resource and storage space to a certain level and can provide a
dynamic trust measurement method for terminals.

Key words: cyber-physical system; electricity information acquisition; integrity detection; trusted computing;

trust structure; extension mode; extension strategy



