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Fig.1 Node-link model of CPPS
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Table 1 Load loss caused by different attack ways

Py - B a7 1525 /MW BAMR K /%
A% PP PP+C  PP+C+C  PP+C  PP+C+C
1 14509  14.509  17.100 0 17.9
2 5410 6.270 6.570 159 215
3 0 0 0 0 0
4 72299 74546  76.386 3.1 5.7
5 21253  23.845  24.743 122 16.4
6 0 0 0 0 0
7 20.659  21.608 22815 46 10.4
8 18.153 18229  18.261 0.4 0.6
9 8.046 8.191 8.238 1.8 24
10 6.352 6.856 7.150 7.9 126
11 9.416 9.416 9416 0 0
12 7.259 7.259 7.259
13 20325 31976 32276 9.0 10.1
14 28.073  29.706  30.092 5.8 72
15 29.070  29.070  29.075 0 0
16 6.554 6.554 6.554 0 0
17 9.323 9.323 9.323 0 0
18 2.734 2.734 2.734 0 0
19 0 0 0 0 0
20 5.756 5.756 5.756 0 0

AT By A 5 R A T A B B R 1Y 50 % ;

TEB MY IEEE 14 58 KRG A 20 508 -3
HEHFN 14 ME BT ST REZ B GE | IR D, =10
M D=7, W (10) T ICH R T RSN 1,

DL d5e /N B g 45 2 3 22 R A0 Ak H A S i 2
FEFEXT ) B W 35 5 (0 MU | W e R BB A Y
By PR T A BC ) B AR GE IR, SRS T AT [
FETEEE X B PR3 42 S 5 81 Mmgﬁﬁﬁﬁﬁ
FE T B BT e L B AR TR B B R Y
%mm%W%zﬁﬁg%ﬂﬁ%ﬁME%ﬁﬁﬁ%
WL 3,

P26 1 FN3e 3 M4 Sl A1, 48 4 B T o A %
EE R HBCEAEE 3 R HIECE SR 1 B e
PURBIE TR, AR 1 R EM 21.5% 2
TR I NESEHWN 2.4%, WU HE B ICOF 0 B
REF 4R = CPPS s 17l bk |

£ BEARHHEER

Table 2 Distribution of defending resources

PE_G G | BE-mE G| EE 5w | S 5
WH W || EEE VR W W | Wl
1 0.711 11 0.425 1 0.321 8 0
2 0 12 0.227 2 0.492 9 1.294
3 0 13 1.120 3 0485/ 10 1314
4 1.602 14 1.096 4 0488 | 11 0.032
5 0.939 15 1.115 5 0 12 0
6 0 16 0.140 6 0 13 1.229
7 0.922 17 0.417 7 0 14 1.345
8 0.846 18 0
9 0.308 19 0
10 0.112 20 0.020
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Table 3 Expected load loss after distribution of
defending resources

B far 5 2K 1 2 /MW

Wy Py P

b

i = e MK/
1 5.640 5.721 1.4
2 5.410 5.540 2.4
3 0 0 0
4 5.642 5.763 2.2
5 5.637 5.763 2.2
6 0 0 0
7 5.643 5.711 1.2
8 5.646 5.650 0.1
9 5.643 5.659 0.3
10 5.644 5.740 1.7
11 5.639 5.639 0
12 5.646 5.639 0
13 5.643 5.763 2.1
14 5.641 5.702 1.1
15 5.645 5.645 0
16 5.642 5.642 0
17 5.646 5.646 0
18 2.734 2.734 0
19 0 0 0
20 5.641 5.641 0
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Mid-current-fed dual-MOSFET forward photovoltaic micro-inverter
LI Jiarong',WU Yunya',KAN Jiarong',XIE Shaojun®’,TANG Yu?,ZHANG Binfeng
(1. College of Electrical Engineering, Yancheng Institute of Technology, Yancheng 224051, China;

2. College of Automation Engineering,Nanjing University of Aeronautics and Astronautics,Nanjing 210016, China)
Abstract: In order to overcome the shortcomings of high voltage stress and complex structure in the
existing photovoltaic micro-inverter,a mid-current-fed dual-MOSFET forward micro-inverter is proposed. All
switches in the proposed micro-inverter can achieve soft switching and eliminate the reverse recovery loss
of rectifier diodes at the secondary side of the transformer. The operation principle of the proposed micro-
inverter is analyzed. The parameters of the micro-inverter,i.e. maximum duty cycle,predictive value of
duty cycle,current stress of switches and parameters of passive elements,are obtained. The experimental
results of the prototype verify that the proposed micro-inverter has better performance.

Key words: photovoltaic generation; micro-inverter; current-fed dual-MOSFET forward converter; maximum
duty cycle; current stress
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Vulnerability assessment of cyber-physical power system considering

virtual cyber-physical connections
CHEN Keren', WEN Fushuan',ZHAO Junhua?,LI Li*, YANG Yinguo’,TAN Yan’
(1. College of Electrical Engineering,Zhejiang University , Hangzhou 310027, China;
2. School of Science and Engineering,Chinese University of Hong Kong(Shenzhen),Shenzhen 518100, China;
3. Power Dispatch and Control Center of Guangdong Power Grid,Guangzhou 510600, China)
Abstract: The wide applications of the ever-developing automation and communication technologies have
significantly enhanced the operation level of modern power system,while the interactions between the power
information system and the power physical system are becoming more extensively and more in-depth,and
hence the cyber-physical power system is formed. In the cyber-physical power system,the failure of
information equipment has impacts on the security and reliability of power physical system,while attacks from
outsiders against either physical or information equipment may result in power supply interruptions. On this
background,the cyber-physical power system is simulated as five elements:physical node,physical-physical
link ,cyber-node, cyber-cyber link and cyber-physical link,to analyze the interactive influence between physical
equipment and information equipment,based on which,the influence of information system failure on the
operation of physical system is assessed. A bi-level mathematic programming model under the game theory
framework is established for distributing defending resources on information and power modules,to quantify
the importance degrees of modules under given attacks. The modified IEEE 14-bus power system is simulated
and calculated,whose results verify the feasibility and effectiveness of the proposed method.
Key words:

shedding; bi-level mathematic programming

cyber-physical power system; vulnerability assessment; cyber-physical link; optimal load



