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Table 1 Parameters of generators

FRAEfing PEG/KW  PR/RW A Po
1 0 200 100 0.8
2 0 50 50 0.8
3 0 30 30 0.8
6 0 50 40 0.8
8 0 20 30 0.8

x2 ATSH
Table 2 Parameters of loads

WEC G <Mﬁ1r' WEC G (Mjgyl
2 2.5 1 1 10 2.5 1 0.8
3 7.5 3 1 11 2.5 1 0.8
4 5 2 1 12 2.5 1 0.8
5 2.5 1 0.9 13 2.5 1 0.8
6 2.5 1 0.9 14 2.5 1 0.8
9 5 2 0.9
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Coordinated attack model of cyber-physical power system
considering false load data injection
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Abstract; With the increasing high coupling between the cyber layer and the physical layer in the power grid,a well
cyber-physical coordinated attack will pose a tremendous threat to the power grid. Under this circumstance,a bi-level
coordinated attack model considering the false load data injection is proposed to better ensure the safe and stable ope-
ration of the power grid. Based on the widely used residual analysis-based bad data detection principle, the resource
allocation constraints of cyber attacks and physical attacks are formulated. The load reduction expectation considering
weight is taken as a measure index of loss,and the concrete models and solutions for maximizing the losses of upper
attacker and minimizing the losses of lower defenders are given. The quantitative analysis based on the modified
IEEE 14-bus system is carried out. The optimal attack scheme of attackers under different states is obtained , which
provides a reference for the power grid defenders to formulate the new defensive schemes under the threat of cyber-
physical coordinated attacks.

Key words : cyber-physical power system;load redistribution attack ;false data injection ;coordinated attack ; models



