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Table 3 Variation of generator output
before and after LR attack
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Table 4 Variation of load ratio before and after
disconnection of cascading failure lines
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Coordinated cyber-physical multi-stage attack strategy considering
cascading failure of integrated electricity-natural gas system
CAO Maosen',WANG Leibao',HU Bo',XIE Kaigui',FU Jian',WEN Lili?,
ZHOU Ping’,FAN Xuan®,LI Bo*,ZENG Yi*
(1. State Key Laboratory of Power Transmission Equipment & System Security and New Technology,
Chongqing University, Chongqing 400044, China;2. State Grid Chongqing Economic Research Institute,
Chongqing 401120, China)

Abstract: As for the risk analysis of integrated electricity-natural gas system under malicious attack, the
coordinated cyber-physical multi-stage attack strategy that takes into account the cascading failure of inte-
grated electricity-natural gas system is proposed. Firstly, in order to mislead the operator and reduce the
safety margin of power grid, an improved LR (Load Redistribution) attack model is proposed to maximize
the degree of line overload. Secondly, considering the time-scale difference of dispatching between natural
gas system and power system,a new coordinated multi-stage attack strategy for integrated electricity-natural
gas system is constructed. In the initial stage,gas sources or pipelines in gas system are attacked to influen-
ce the state of natural gas generators at the integrated electricity-natural gas node. Then,the improved LR
attack and physical attack are adopted alternately to the power system,which eventually leads to a black-
out. Finally,a Q-Learning based algorithm is proposed to identify the optimal attack strategy. The correct-
ness and validity of the proposed attack strategy are verified by the Belgium 20-node natural gas system
and the IEEE 30-bus system.

Key words: multi-energy system;integrated electricity-natural gas system;load redistribution attack model;co-

ordinated cyber-physical attack ;cascading failure; Q-Learning algorithm
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Multi-index evaluation for integrated energy system operation connecting
transmission and distribution levels

HE Yubin'?,ZHANG Yining',MA Guang',GUO Chuangxin',ZHOU Yuyong’,YE Gangjin’
(1. College of Electrical Engineering,Zhejiang University, Hangzhou 310027, China;
2. Power Dispatching and Control Center of China Southern Power Grid,Guangzhou 510623, China;
3. State Grid Hangzhou Power Supply Company,Hangzhou 310000, China)

Abstract: In order to quantify the impact of multiple uncertainties such as wind power fluctuations and
equipment random failures on the IES(Integrated Energy System),a multi-index evaluation method for TES
operation is proposed. In terms of modeling, the unified framework including the energy network in upper
transmission level and the EH (Energy Hub) in lower distribution level is established, and the coupling
characteristics of electricity, gas and heat in the whole process of generation-transmission-distribution-utiliza-
tion are described in detail. In terms of methodology, wind power fluctuations and equipment failures are
handled by state-space partitioning respectively, while the MS-MC(Mixed Scatter-Monte Carlo) sampling
method is proposed to accelerate evaluation convergence. Meanwhile,sequential linearization method is adop-
ted to solve the optimal multi-energy flow problem for the balance of approximation accuracy and solution
speed, which further improves the efficiency of evaluation. In terms of indicators,facing the low carbon ope-
ration environment, a multi-index evaluation framework including operation economy, system reliability, wind
power accommodation, environment protection and so on is established to comprehensively describe the im-
pact of multiple uncertainties on IES operation. The effectiveness and rationality of the proposed methods
are verified by the simulations on RTS79-40Node IES with 17 EHs.

Key words: integrated energy system;energy hubj;energy management;reliability analysis; MS-MC sampling;

sequential linearization;optimal multi-energy flow
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Fig.Al Schematic diagram of integrated electricity-natural gas system
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Fig.A2 Framework of coordinated cyber-physical attack for the integrated electricity-natural gas system
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Fig.A6 Convergence curve of Q-learning based attack algorithm
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