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Security analysis and defense strategy of integrated energy system
based on security game
WANG Dan'?,ZHAO Ping',ZANG Ningning’, YAN Ying’
(1. School of Civil Engineering,Xi’an University of Architecture and Technology,Xi’an 710055, China;
2. China Datang Corporation Science and Technology Research Institute, Beijing 100040, China;
3. China Energy Engineering Group Shaanxi Electric Power Design Institute Co.,Ltd.,Xi’an 710054, China)

Abstract: Based on the security game theory,the critical factors that impact the safe operation of an inte-
grated energy system are analyzed and identified. These critical factors, which represent the weak link of
security defense,are employed to produce defense strategies and are given priority to be protected. A three-
layer zero-sum master-slave game model,i.e. the defender-attacker-defender model is formulated for the inte-
grated energy system. The attacker utilizes the weak link of the attack system as strategies to maximize
system loss,while the defender develops protection strategies to enhance system security. An equilibrium so-
lution of the game model that represents the best defense strategy is obtained to minimize the system loss.
Numerical results on an integrated energy system indicate that the proposed strategy improves the system
safety and reliability by giving priority of the protection system to the weak links. The present work,hence,
contributes to analyzing the safety of integrated energy systems.

Key words:security game;integrated energy system;defense strategy;attack strategy;weak link



