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Table 1 Comparison of attack schemes between with and without state estimation constraints
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Table 2 Results comparison among attack schemes
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Coordinated cyber-physical attacks of cyber-physical power system
YANG Yude,LAN Shuilan, QIN Zhijun, LIU Hui
(School of Electrical Engineering,Guangxi University, Nanning 530000, China)

Abstract: With the development of smart grid and the continuous introduction of smart devices into CPPS
(Cyber-Physical Power System),CPPS is faced with a new attack mode,that is CCPAS(Coordinated Cyber-
Physical AttackS). This kind of attack mode is not only hidden but also can cause chain failure,which is

easy to cause large-scale power failure. Firstly, the basic forms of CPPS suffering CCPAS are described.

CCPAS model considering state estimation constraint is constructed under the DC power flow model. Then,

the mechanism of CCPAS is discussed,the maximum attack range after circumventing state estimation moni-

toring is analyzed from the attacker’s point of view,and the vulnerable lines of CPPS are analyzed under

CCPAS scenarios. Finally, taking IEEE 14- and 118-bus systems as the examples, the validity and appli-

cability of the proposed model are verified through simulation and calculation,and the limitations of physi-

cal attack after considering the state estimation constraints are compared and analyzed.

Key words: smart grid; cyber-physical system; state estimation; coordinated cyber-physical attacks;false data

injection attack
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Table A1l Variation of line power at each stage

MW

P A 2]

% [ AP[(I) P[(3) Pl(l) AP,“) API(3) P[(l)
1-2 156.83 -75.56 156.83 81.27 -5.44 147.88 152.89
1-5 75.56 -48.4 75.56 — 5.44 71.12 66.11
273 73.18 -12.67 73.18 60.51 -23.85 70.15 94.2
2-4 56.13 -26.52 56.13 29.62 11.63 55.23 44.23
2-5 41.52 -36.38 41.52 5.15 8.83 40.9 32.77
3-4 -23.34 -12.67 -23.34 -36.01 39.59 -24.15 —
4-5 -61.14 -39.18 -61.14  -100.33 -12.22 -62.34 -49.89
6-11 7.26 0 7.26 7.26 0 6.3 29.43
6-12 9.0 0 9.0 9.0 0 7.55 16.89
6-13 16.69 0 16.69 16.69 0 17.03 41.38
7-8 0 0 0 0 0 0 5.88
7-9 28.03 0 28.03 28.03 0 28.99 7.48
9-10 5.32 0 5.32 5.32 0 6.2 16.81
12-13 2.81 0 2.81 2.81 0 1.45 0.00
13-14 5.8 0 5.8 5.80 0 4.98 29.43
14-9 -9.16 0 -9.16 -9.16 0 -9.92 6.62
10-11 -3.7 0 -3.7 -3.70 0 2.8 10.2
4-7 28.03 0 28.03 28.03 0 28.99 -2.38
4-9 16.06 0 16.06 16.06 0 16.63 1.38
5-6 44.16 7.02 44.16 51.18 2.04 42.08 4.7
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