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Defense method of smart grid GPS spoofing attack based on

improved self-attention generative adversarial network

LI Yuancheng, YANG Shanshan
(School of Control and Computer Engineering,North China Electric Power University, Beijing 102206, China)

Abstract: In order to avoid the damage caused by GSA (Global positioning system Spoofing Attack) on
PMU (Phasor Measurement Unit) ,a defense method of smart grid GSA based on improved SAGAN (Self-
Attention Generative Adversarial Network) is proposed. Firstly, by introducing deep learning parameters, the
improved cyber-physical model is built,and the measurement value at the current moment is calculated by
using historical data. Then,a time attention module is incorporated into SAGAN’s generator and discrimina-
tor respectively,and an improved SAGAN defense method is proposed to implement the cyber-physical model.
By training the improved SAGAN,a pair of discriminator and generator is obtained. The discriminator is
used to detect whether the collected measurement values are subject to GSA. When the attack is detected,
the data generated by the generator is used to replace the spoofing data,so as to realize the active defense
of smart grid GSA. Finally,simulation tests are carried out based on IEEE 14-bus system and IEEE 118-bus
system,and the results verify the feasibility and effectiveness of the proposed method.

Key words: smart grid;global positioning system; spoofing attack ; phasor measurement unit; generative adver-

sarial network ;defense method
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