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Fig.1 Topological diagram of data interaction for

Internet blockchain
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Fig.5 Schematic diagram of data links affected by

malicious nodes with communication control
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Table 1 Data anti-tampering protection rate under

condition of private key leakage
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Anti-tampering method and verification mechanism design of power data for

private key leakage of node in blockchain system
JI Bin'?*,CHANG Li"*,ZHU Liye"*,CAO Bin'?
(1. NARI Group Corporation(State Grid Electric Power Research Institute Co.,Ltd.),Nanjing 211106, China;

2. NARI Technology Co.,Lid.,Nanjing 211106, China)
Abstract: In the power application system based on blockchain technology,there exists a risk of malicious
tampering or forgery of signature power data of node whose private key is leaked,and there is no effective
protection measures at present,for which,a data encryption method and a data interactive verification mecha-
nism are proposed. Combined with the principle of blockchain basic encryption technology, a combination
method of random number and power data is proposed,and the asymmetric encryption algorithm and Hash
algorithm are used for multiple encryption, and a data anti-tampering encryption method after private key
leakage of data sending node is constructed. In order to prevent malicious nodes from using the private
key of data sending node to forge and replace the power data,an interactive verification mechanism of power
data is designed, the private key of data sending node is used for encryption,and the public and private
keys of receiving node are used for decryption and verification. The data model of encryption, decryption
and data interactive verification mechanism is abstracted. Example analysis verifies the effectiveness of the
proposed data encryption method and data interactive verification mechanism.
Key words: blockchain; private key leakage; encryption method; data interactive verification ; anti-tampering;

anti-forgery
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Fig.A6 Schematic diagram of malicious node forging confirmation information
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