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Fig.1 Topological comparison of energy consumption

collection system between two modes
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Fig.2 Framework of energy consumption data

integrity protection
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Integrity protection framework for energy consumption data based on blockchain
WEI Tao',ZHOU Zhiping'?
(1. School of Internet of Things Engineering, Jiangnan University, Wuxi 214122, China;
2. Engineering Research Center of Internet of Things Technology Applications Ministry of Education,
Jiangnan University , Wuxi 214122,China)

Abstract: The distributed topological structure of terminal equipment and limited computational resource of
nodes bring major obstacle to the integration of blockchain and energy consumption information collection
system, for which, the HBDF (Hierarchical Blockchain Data Framework) is proposed for energy consumption
data security collection under energy internet. The HBDF adopts a distributed mode to authenticate the terminal
equipment to overcome the single-point failure and improve the scalability of system. A lightweight data
integrity verification scheme is constructed by a commitment scheme based on truncated HMAC(Hash Message
Authentication Code),which uses reverse hash linked list to update the verification key to reduce the compu-
tational burden of restricted nodes. The analysis of framework security shows that it can effectively authenti-
cate the communication contents and entities. The experiment verifies the effectiveness of the framework.
Key words:blockchain;smart grid;energy consumption data protection;terminal identity authentication;integrity

verification
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